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TERRORIST FINANCING
EXECUTIVE SUMMARY

This document serves as a guide on regulations and codes of practice as mandated under the
Money Laundering and Financing of Terrorism (Prevention and Control) Act, 2011-23
(MLFTA). The document contains sufficiently detailed guidance for an approach to
guidelines related to customer due diligence for the non-bank financial sector.
Furthermore, it is expected to provide the industry with some degree of clarity of what will
be expected and how key aspects of the regulatory regime fit together. Under the MLFTA,
reporting entities have a range of responsibilities, including:

a. Developing and maintaining a risk assessment and risk-based anti-money
laundering and the combating of the financing of terrorism (AML/CFT) programme;
Customer identification and identity verification;

Ongoing customer due diligence;

Suspicious transaction reporting;

Record keeping;

Auditing and annual reporting.

e a0 o

The risk-based approach which is discussed more thoroughly in later sections underpins the
current regulatory regime. Financial institutions are expected to make decisions about how
to manage and mitigate money laundering and terrorist financing risks according to the size,
nature and complexity of the organization.

An AML/CFT programme sets out the internal policies, procedures and controls necessary
to detect money laundering and financing of terrorism and to manage and mitigate the risk
of it occurring. For the purposes of this guideline:

s policies set out expectations, standards and behaviour in 2 business;

e procedures are more detailed and set out day-to-day operations; and

e controls are tools that management use to ensure the business complies with policies
and procedures.

The policies, procedures and controls that are implemented must be adequate and effective.
They must be sufficiently robust to reasonably address the risks outlined in a registered
entity’s risk assessment. For example, if a financial institution rated a particular type of
customer as “high risk” in the risk assessment, then your AML/CFT programme should
reflect this risk rating with adequate and effective policies, procedures and controls. This
should include a policy to conduct enhanced due diligence on such customers, the
procedures for doing so and the controls necessary to ensure that the appropriate treatment

Anti-Money Laundering/Combating Terrorist Firancing Guideline 5
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follows.

The MLFTA requires reporting entitics to develop a risk assessment and compliance
programme (hat describes policies, procedvres and controls aimed at meeting minimum
requirements, and that adequately manages and mitigates the risks of money laundering and
financing ol terrorism. A risk-based approach offers flexibility to reporling entities to
respond proportionately to identified risks. Well-targeted and prioritized anti-money
laundering programme will deter money laundering and financing of terrorism activity.

This guideline is used to provide the industry with benchmarks for the proper functioning of
their operations, and will be referenced by the FSC in the conduct of its supervisory role.
Furthermore, guidance will assist reporting entities in determining how they may deal with
meeting their obligations under the MLFTA. For the regulator, guidelines may be applied
either universally or on a sector-specific basis. Managing consistency between sectors and
ensuring there are no money laundering or terrorist financing vulnerabilities is important.
The document includes content for specific guidance which will be broadly consistent
across sectors, and where appropriate, seclor-specific guidance is provided.

INTERNATIONAL INITIATIVES

The Financial Action Task Force (FATF) Forty Recommendations were revised in
February 2012, and renamed the International Standards on Combating Money
Laundering and the Financing of Terrorism & Proliferation - The FATF
Recommendations. The FATF normally issues Guidance and Best Practices Papers to
assist countries in tmplementing the Recommendations. The growing body of work
includes Guidance on Politically Exposed Persons and Risk-Based Approach to
Combatting Money Laundering and Terrorist Financing. Financial institutions should
keep abreast of developments in the international standard and refine their programmes
accordingly.

Aati-Money Laundering/Combating Terrorist Financing Guideline 6
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1i _TATION

In the AML/CFT Guideling, unless otherwise stated:

"accounl” means any facility or arrangement by which a financial institution does one or
more of the following:

(a) accepts deposits of currency;
(b) allows withdrawals of currency or transfers of currency between accounts;

(c) pays cheques or payment orders drawn on a financial institution by, or collects
cheques or payment orders on behalf of a person;

(d) supplies a safety deposit box;

“authorised officer” means a person authorised to conduct an inspection pursuant to section
31 (1) of the MLFTA.

"Authority” means the Anti-Money Laundering Authority appointed by the
Minister;

"benefit" has the meaning assigned to it by section 4 of the Proceeds of Crime Act;
“business arrangement"

(a) means an arrangement, between 2 or more parties, the purpose of which is to
facilitate a financial or other relevant transaction between the parties; and

(b) 1ncludes
(1) any related transaction between any of the parties and another person;
(ii) the making of a gift; and
(iii) the opening of an account;
"business transaction" includes a business arrangement and an occasional transaction;

“business transaction record” includes

(a) the identification records of parties {o a business transaction and parties on whose

= _ e
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behal or for whose U 1me 1 ciie aansaction is conducted;

(b) the method used by a financial institution to verify the tdentity of the parties referred
Lo in paragraph (a);

(e) the date of the transaction;

(d) a description of the transaction sufficient to identify the nature, purpose and method
of execution of the transaction;

(e) the total value of the transaction including the type and amount of currency
involved;

(f) where the transaction involves a negotiable instrument, the name of the drawer of the
instrument, the name of the institution on which it was drawn, the name of the payee, if
any, the amount and date of the instrument, the number, if any, of the instrument and
details of any endorsements appearing on the instrument;

(g) the type and identifying number of any account with the financial institution
involved in the transaction;

(h) the details of any account used for the transaction including bank, branch and sort
code;

(1) account files in respect of the transaction;
(j) business correspondence in respect of the transaction; and

(k) the name and address of the financial institution and of the officer, employee or
agent of the financial institution who prepared the record;

“Commissioner” means the Commissioner of Police;
“Court” means the High Court;
"customer” means a person who
(a) seeks to enter or enters into a business arrangement with a financial institution; or
(b) seeks to conduct or conducts an occasional transaction with a financial institution;
“customer identification data" includes an identification record,

“Director” means the Director of the Financial Intelligence Unit,

“"document” means any record of information and includes:

Anti-Money Laundering / Combating Terrorist Financing Guideline 8
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(a) anything on which there is writing;

(b) anything on which there are marks, figures, symbols or perforations having a
meaning lor persons qualified to interpret them;

(c) anything [rom which sounds, images or writings can be reproduced with or without
the aid of anything else; and

(d) a map, plan, drawing or photograph;

“financial institution" means

(a) a person who conducts as a business one or more of the activities listed in the First
Schedule of the MLFTA and includes: '

(1) a person who engages in relevant insurance business;

(i)  a market actor, self-regulatory organisation, participant and issuer of
securities within the meaning of the Securities Act,;

(iif)  a mutual fund and mutval fund administrator within the meaning of the
Mutual Funds Act or any person who manages a mutual fund; and

(iv)

(v)  acredit union within the meaning of the FSC Act

“financing of terrorism* means an offence set out in section 4 of the Anti-Terrorism Act;
“freeze” means to restrain any transaction in respect of or dealing in property;
"identification record” means:

(a) in the case of a body corporate, society or other legal person

(i) certified copies of the certificate of incorporation, organisation, registration or
continuance, as the case may be, or any other certificate that ts evidence of the
creation, registration or continuance of the body corporate, society or other legal
person as such, officially authenticated where the body corporate, society or other
legal person was created in another country, and any other relevant documents,
and any amendments thereto, filed with the Registrar of Corporate Affairs and
Intellectual Property, the Registrar of Co-operatives or the Registrar of Friendly
Societies, as the case may be; and

= =
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(i) the name, address, nationality, occupation and business or principal activity, as
the case may be, ol the directors, shareholders, managers and members of the
body corporale, socicty or other legal person, us the case may be, and such other
evidence as may satisly a financial institution (hat those persons are the persons

they claim (o be; and

(b) in the case of an individual, the name, address, nationality, occupation and business
or principal activity, as the case may be, ol the individual and such other ¢vidence as
may salisly a financial institution that the individual is who the individual claims to be;

“licence” includes a certificate of registration or similar document issued by a regulatory

entity:
"Minister” means the Attorney-General;

“money or value transmission service” means the business of accepting cash, cheques or
any other monetary instrument or other means of storing value and paying a corresponding
sum in cash or in another form (o a beneficiary, by means of a communicatjbn, message or
transfer or through a clearing system (o which the money or value transmission service

belongs;

“non-financial business entity or professional" means an entity referred to in the Second
Schedule of the MLFTA

"occasional transaction" means a financial or other relevant transaction other than one
conducted or to be conducted in the course of an existing business arrangement and
includes a wire transfer;

"proceeds of crime" means any property .or benefit derived, obtained or realised directly or
indirectly by any person from unlawful activity wherever committed and any other property
or benefit that is mingled with such property or benefit,

"property” includes money and all other property, real or personal, including things in
action and other intangible or incorporeal property wherever situate and includes any
interest in such property;

“public authority” means the head of a government department, regulatory authority or
other public institution;

Anti-Money Laundering/Combating Tetrorist Financing Guideline 10
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"regulatory authority" has the meaning assigned to it in Part 11 of the Third Schedule of the
MLFTA

“relevant transaction® means an activity referred to in the Second Schedule of the MLFTA
“transaction” includes an attempted or aborted transaction,

“unlawful activity" means

(a) any activity that by the law of Barbados or any other country is a crime and is
punishable by death or imprisonment for a period of not less than 12 months; and

(b) a scheduled offence as defined in section 3 of the Proceeds of Crime Act;
“wire transfer” means a transaction conducted or to be conducted on behalf of a person

through a financial institution by electronic means with a view to making an amount of
money available to the person or another beneficiary at another financial institution.

Ant-Money Laundering/Combating Terrorist Pinancing Guideline
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1.1 11 I'KUDULU 1 1UN

The global threats of money laundering and the financing of terrorism have led {inancial
sector regulators and financial institutions to strengthen their vigilance in support of the
efforts of governments to more easily deteet attempts to launder money and finance
terrorism and to minimise the possibility that their jurisdictions or institutions becomc
involved. Effective enforcement of policies to deter money laundering and the financing of
terrorism must, inter alia, enhance the integrity of the financial system and reduce
incentives for the commission of crime within Barbados.

The Financial Services Commission (FSC), in furtherance of its responsibility for the
supervision of non-bank financial institutions and pursuant (o its mandate provided by
section 53 (1) (d) of the FSC Act, 2010-21 and section 37 (1) of the MLFTA now issues a
guideline o provide guidance to financial institutions on how they can fulfil their
obligations in relation to the MLFTA. The “Interpretation” seclion of this document is not
exhaustive, and in general, definitions appearing in the MLFTA apply mutatis mutandis to
the Guidelinc.

The development and implementation of effective customer due diligence systems and
monitoring mechanisms are essential to help combat money laundering and the financing of
terrorism. This guideline sets out the expectations of the FSC in relation to the minimum
standards for practices by all financial institutions and, together with the MLFTA, it will
form an integral part of the framework used by the FSC in assessing how financial
institutions implement their AML/CFT policies.

Section 22 of the MLFTA obligates all financial institutions to comply with this guideline.
The guideline contains both advisory and obligatory requirements. Financial institutions are
permitted to implement alternative but effective measures where matters are framed in
advisory terms. Administrative sanctions for non-compliance with the guideline are found
at section 34 of the MLFTA Act and will be enforced pursuant to section 37 (4) of this Act.

Anti-Money Laundering /Combating Terrorist Financing Guideline 12
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2.0 APPLICATION

This guideline' applics to financial institutions as defined in the “Interpretation” section of
this puideline. These institutions must ensure that, at a mintmum, this guideline is also
implemen(ed in their branches and subsidiaries abroad and where permitted in the host
country, ensurc thai these operations apply the bhigher of local and host standards. In
accordance with section 37 of the MLFTA the regulator holds primary responsibility for
ensuring compliance with the Act and financial institutions must inform the FSC if the local
applicable laws and regulations prohibit the implementation of this Guideline.

3.0 MONEY LAUNDERING AND FINANCING OF TERRQORISM

3.1  Money Laundering

Money laundering has been defined as the act or attempted act to disguise the source of
money or assets derived from criminal activity. It is the effort to transform “dirty” money,
into “clean” money. The money laundering process often involves:

i.  The placement of the proceeds of crime into the financial system, sometimes by
techniques such as structuring currency deposits in amounts to evade reporting
requirements or co-mingling currency deposits of legal and illegal enterprises;

it.  The layering of these proceeds by moving them around the financial system, often
in a complex series of transactions to create confusion and complicate the paper
trail; and

iii.  Integrating the funds into the financial and business system so that they appear as
legitimate funds or assets.

3.2  Financing of Terrorism

Terrorism is the act of seeking for political, religious or ideological reasons to intimidate or
compel others to act in a specified manner. A successful terrorist group, much like a
criminal organization, is generally able to obtain sources of funding and develop means of
obscuring the links between those sources and the uses of the funds. While the sums needed
are not always large and the associated transactions are not necessarily complex, terrorists
need to ensure that funds are available to purchase the goods or services needed to commit
terrorist acts. In some cases, persons accused of terrorism may commit crimes to finance
their activities and hence transactions related to terrorist financing may resemble money

laundering.

! For the purposes of this gaideline, general references to money laundering should be interpreted as references to money
laundering and/or the financing of terrorism.

Anti-Money Laundering/Combating Terrorist Financing Guideline 1
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4.0  LEGISLATIVE AND REGULATORY FRAMEWORK

The Government of Barbados has enacted scveral pieces of legislation aimed at preventing
and detecting drug trafficking, moncy laundering, terrorist financing and other serious
crimes. These include:

e Drug Abusc (Prevention and Control) Act, 1990-14, CAPI31;
s  Procecds of Crime Act, 1990-13, CAP143;
s Mutual Assistance in Criminal Matters Act, 1992, CAP[40A;
o Ant-Terrorism Act, 2002-6 CAP 158; and

e Money Laundering and Financing of Terrorism (Prevention and Control) Act, 2011-
23; and

o Transnational Organised Crime (Prevention and control) Act, 2011-3

The MLETA indicates that a financial institution engages in money laundering if it fails to
take reasonable steps to implement or apply procedures to control or combat money
laundering, and it confers responsibility for the supervision of financial institutions’ to the
Authority, which was established in August 2000. A Financial Intelligence Unit (FIU) has
been established to conduct the Authority's supervisory function over financial institutions.
As the operational arm of the Authority, its responsibilities, inter alia, tnclude:

i.  Receiving suspicious or unusual transactions reports from financial institutions;
ii.  Investigating suspicious or unusual transactions reports;

1il.  Instructing financial institutions to take steps that would facilitate an investigation;
and

iv.  Providing training to financial institutions in respect of record keeping obligations
and reporting obligations under the MLFTA.

Where a financial institution is uncertain about how to treat an unusual or suspicious
transaction, it must speak directly to the FIU for preliminary guidance and then make a
report as appropriate. Where the FIU believes on reasonable grounds that a transaction
involves the proceeds of crime, the FIU will send a report for further investigation to the
Commissioner of Police. In addition, the FSC is required by law to provide any
information that it has in its possession, which the FIU deems useful for an investigation
that is being conducted for the purposes of the MLFTA.

The FSC will assess and review the AML/CFT framework of financial institutions licenced

? Offences and penalacs under the MLFTA are set oue in Appendix 3.

Anti-Money Laundering/Combating Terrorist Financing Guideline 14
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under the Financial Services Commission Act, and their compliance with the MLFTA
through offsitc and onsite examinations. Where deficiencies are identified in the policy
framework or operations of the control framework for managing the financial institution’s
AML/CFT programme, the FSC will agree with the financial institution on a time period to
address the shortcomings. However, it the FSC is concerned by the seriousness of non-
compliance and/or the lack of responsiveness to previous findings the FSC may enforce its
powecrs under the Financial Services Commission Act of the MLFTA.

Financial institutions should be mindful of the fact that the FSC is required by law to
provide to the FIU any information that it has in its possession which the FIU deems useful
Tor an investigation that is being conducted for the purposes of the MLFTA.

From time to time the FESC, in conjunction with the AMLA, will amend this guideline, but
financial institutions must, as part of their risk management practices, stay current with
emerging developments as they relate to AML/CFT and upgrade their AML/CFT
programme where necessary.

5.0 THE ROLE OF THE BOARD AND SENIOR MANAGEMENT

Financial institotions must see AML/CFT as part of their overall risk management strategy.
Money laundering and terronist financing expose a financial institution to transaction,
compliance and reputation risk. For financial institutions convicted of money laundering or
terrorist financing, there are considerable costs. Financial institutions must establish an
effective AML/CFT programme that minimises these risks and potential costs.

The Board of Directors has ultimate responsibility for the effectiveness of the financial
institution’s AML/CFT framework. Section 5(2)(b) of the MLFTA establishes that a
financial institution engages in money laundering where the financial institution fails to
take reasonable steps to implement or apply procedures to control or combat money
laundering. The Board has an oversight role designed to ensure inter alia, that there 1s
compliance with all the relevant laws and regulations and international standards. Such
compliance must assist in the detection of suspicious transacttons and permit the creation of
an audit trail if an investigation is deemed necessary.

Directors and senior management must be aware that:

i.  The use of a gronp wide policy does not absolve directors of their responsibility to
ensure that the policy is appropriate for the financial institution and compliant with
Barbadran law, regulations and guidelines. Failure to ensure compliance by the
financial institution with the requirements of the MLFTA may result in significant
penalties for directors and the financial institution (See Appendix 3);

if.  Subsidiaries and branches of financial institutions including those domiciled
outside of Barbados are expected to, at a minimum, comply with the requirements

Anti-Money Laundering/Combating 'T'errorist Financing Guideline 15
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iii.  Where some of a financial institution’s operational functions are outsourced, the
entity retains {ull responsibility for comphance with Jocal faws, regulations and
guidelines.

Dircctors must  therelore demonstrate their commitment to an effective AMIJCFT
programme by:

i.  Understanding the statutory duties placed upon them, their staff and the entity
itselfl;

1.  Approving AML/CFT policies and procedures that are appropriate for the risks
faced by the {inancial institution. Evidence of consideration and approval of these
policies must be reflected in the board minutes;

ili.  Appointing an individual within the organijsation for ensuring that the financial
institution's AMU/CFT procedures are being managed effectively; and

iv.  Seeking assurance that the financial institution is in compliance with its stututory
responsibilitics as it relates to AML/CFT. This includes reviewing the reports from
Compliance on the operations and effectiveness of compliance systems. See

Section 8.0.

Senior management is responsible for the development of sound risk management
programmes and for keeping directors adequately informed about these programmes and
their effectiveness. These programmes should be designed to permit a sound knowledge of
a customec’s business and pattern of financial transactions and commitments. These
programmes must also be formally documented and irrespective of whether the financial
institution receives funds from third parties or not, should at 2 minimum provide for:

i.  The development of internal policies, procedures and controls for inter alia;

The opening of customer accounts and verification of customer identity;

b. Establishing business relations with third parties (including custodians, fund
managers, correspondent banks, business introducers);

c. Determining business relationships that the financial institution will not
accept;

d. The timely detection of unusual and suspicious transactions, and reporting to
the Authority,

e. Internal reporting; and

f. Record retention.

Anti-Money Laundering/Combating Terrorist Financing Guideline 16
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The recruitment of a level of staff, appropriate to the nature and size of the business.
to conducl identification and research of unusual transactions. as well as the
reporiing ol suspicious activitics;

An ongoing training programme designed to ensure adherence by employees to the
legal and internal procedures, and {familiarity with the dangers they and the business
entity facc and on how their job responsibilities can encounter specified money
laundering and terrorist financing risks;

Designation of a compliance officer at an appropriate level of authority, seniority

and independence to coordinate and monitor the compliance program, receive
internal reports and issue suspicious transaction reports to the FIU

Establishment of management information/reporting systems to facilitate aggregate
and group wide monitoring;

An effective independent risk-based oversight function to test and evaluate the
compliance program; and

Screening procedures for hiring, and on-going systems to promote high ethical and
professional standards to prevent the financial institution from being used for
criminal activity.

Policies should be periodically reviewed for consistency with the business model, and
product, service offering and a financial institution’s risk appetite. Special attention must be
paid to new and developing technologies.

5.1

Risk-Based Approach

Other than section 6.8 of this guideline where reduced due diligence may be warranted and
some procedures may not be necessary, financial institutions should develop programmes
against money laundering and the financing of terrorism. These programmes should
include:

ii.

ift.

1v.

vi.

The risk rating of customers;

The development of internal policies, procedures and controls, including
appropriate compliance management arrangement, and adequate screening
procedures to ensure high standards when hiring employees;

Record-keeping procedures;

An appropriate employee education and training programme;

An audit function to test the system; and

A Know Your Customer (KYC) and customer due diligence process

Anti-Money Laundering/Combating 'L'ertorist Financing Guideline 17
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Every financial institution is requurea > @ 1o0p anu wmplement a risk rating framework
which is approved by its Board of Dircctors as being appropriate for the type of products
offered by Lhe financial institution, and capable of asscssing the level of potential risk each
chient relationship poscs (o the financial institution,

The risk rating framework should include:

i.  The differentiation of client relationghips by risk categories (such as high, moderate
or low);

ii.  The differentiation of client relationships by risk factors, such as products, client
type/profession, country of domicile, complexity of ownership and legal structure,
source of business, type of assets, size and volume of transactions;

iii.  The type of transactions (e.g. cash transactions, adherence o client activity profile);

iv.  The KYC documentation and due diligence information requirements appropriate
for each nisk category and risk factor; and

v. A process for the approval of the downgrading/upgrading of risk ratings.

The FSC recognises the diversity of the institutions it regulates and it will seek to establish
that, overall, processes appropriate (o institutions are in place and operating effectively.
Notwithstanding the risk rating framework highlighted above, all registered entities should
therefore design an AML/CFT framework that satisfies the needs of their institution, taking

nto account:

1. The nature and scale of the business;
. The complexity, volume and size of transactions;
ili.  The degree of risk associated with each area of operation;

tv.  Type of customer (e.g. whether ownership is highly complex, whether the
customer is a PEP, whether the customer’s employment income supports
account activity, whether customer is known to other members of the financial
group);

v. Type of product/service (e.g. regular savings, one-off transaction, mortgage,
annuity contract, brokerage account);

vi.  Delivery channels (e.g. whether internet business, wire transfers to third parties,
remote cash withdrawals);

vii.  Geographical area (e.g. whether business is conducted in or through jurisdictions
with high levels of drug trafficking or corruption, whether the customer is
subject to regulatory or public disclosure requirements); and

viii.  Value of account and frequency of transactions.

In keeping with section 17 of the MLFTA, financial institutions must apply customer due
diligence standards on a risk-sensitive basis depending on the type of customer, business
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relationship or transaction. Reduceo oligence ~ explained in section 6.8 of this
guideline - is acceplable for example, where information on the identity of the customer or
beneficial owner is publicly available or where checks and controls exist elsewhere in
national or institution group systems. Alternatively, financial instituttons must apply
enhanced due diligence to customers whcere the risk of being used for money laundering or
terrorist {inancing is high.

Efforts to achieve the above objectives of the MLFTA are likely to be most effective at the
point where attempts to launder money first make contact with the overall financial system..
There are two issues which follow from this. Firstly, designated bodies who are involved at
this "front line” point have a responsibility to be particularly diligent in establishing
identity, where appropriate, and being vigilant in relation to suspicious activity. Once past
this “front line” point it becomes progressively more difficult for illicit activity to be
spotted. Secondly, in the case of designated bodies involved downstream in handling
relevant transactions, due recognition may be given to the fact that the person introduced or
counterparty has already been identified in accordance with the provisions of this guideline
by the introducing designated body. The purpose of this is to avoid unnecessary duplication
of effort and recognises that all of an audit trail is unlikely to reside within one designated
body alone or is impractical to implement.

In view of the foregoing, financial institutions must document a risk-based approach in their
AML/CFT programmes. This approach requires an assessment of the risk posed by the
nature of the business and the implementation of appropriate mitigation measures, while
maintaining an overall effective programme. This must be evidenced by categorisation of
the customer base, products and services by risk rating (e.g. low, medium, and high) and
identification of assigned actions by risk types.

While each financial institution will determine the number and name of risk categories, the
fundamental issue is for the adoption of reasonable criteria for assessing risks. In addition
to “Red Flags™” appended to this guideline, typologies of money laundering and terrorist
financing schemes are available® to assist in risk categorisation.

Financial institutions must ensure that systems are in place to periodically test the accuracy
of the assignment of the customer base to risk categories and that the requisite due diligence
is being followed. In addition, financial institutions must periodically review their risk
categories as typologies evolve on practices by money launderers and terrorists.

6.0 CUSTOMER DUE DILIGENCE

Customer due diligence is an essential element of the effort to prevent the financial system

3 For example, www. farf-gafi.org.

-

Anti-Money Laundering/Combating Terrorist Financing Guideline 19



AMIL./CFT GUIDELINES
FOR FINANCIAL INSTITUTIONS
1SS RY 1105 FINANCIAL SERVICES COMMISSION
IN CONJUNCTION WITH THE ANT-MONE Y LAUNDERING AUTHORITY
NOVEMBER 2013

from being ust  w porpedale money faundering and (errorist financing.  Financial
institutions arc ultimately responsible for verifying the identity of their customers. In this
regard, financial institutions should not accept anonymous accounts or accounts in fictitious
names. If financial institutions maintain numbered accounts, they must ensure conipliance
with this guideline.

As part of their due diligence process, {inancial institutions must:

111,

tv.

V1.

Establish procedures for obtaining identification information on new and existing
customers so as (o be satis{ied that a prospective customer is who he claims to be;

Use reasonable measures o verify and adequately document the identity of the
customer or account holder at the outset’ of a business relationship. This process
must include, where approprialc:

a. Taking reasonable measurcs to understand the ownership and control
structure of the customer,

b. Obtaining reliable information on the purpose and intended nature of the
business relationship, the source of funds, and source of wealth, where
applicable; and

c. Discontinuing the transaction, if customer documentation information is not
forthcoming at the outsct in the disclosure of the relationship.

Employ enhanced due diligence procedures for high risk customers or transactions
(Section 6.4);

Update identification records, on a risk-focussed basis, to ensure that all existing
customer records are current and valid and conformm to any new requirements
(Section 6.7);

Monitor account activity throughout the life of the business relationship in
accordance with section 16 of the MLFTA; and

Review the existing records if there is a material change in how the account is
operated or if there are doubts about previously obtained customer identification
data.

For the purposes of this guideline, the financial institution must seek to identify the
customer and all those who exercise control over the account/transaction. A customer

includes:

i) A person or entity that maintains an account with the financial institution;

4 For the purpose of this guideline, the outset of the celatsonship is the eadlier of acceptance of the signed applicaton /
proposdl, or the first receipt of funds from the customer.
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() A person or entity on whose behalf an account is maintained i.e. beneficial owner;

iti) The beneficiaries of (ransactions conducted by professional intermediaries such as
[awyers, accountants, notaries, business introducers or any other professional service
providers; of

iv) Any person or entity connected with a financial transaction that can pose a significant
risk to the financial institution, including persons establishing business relations,
purporting to act on behalf of a customer or conducting transactions such as, but not
limited to:

o

Opening of deposit accounts;

The sale of a life insurance product

Entering into fiduciary transactions;

Requesting safe custody facilities; and

Occasional transactions exceeding thresholds as discussed below or linked
transactions under this benchmark.

Section 2 of the MLFTA defines an occasional transaction as a financial or other relevant
transaction other than one which is conducted or to be conducted in the course of an
existing business arrangement. For the purpose of this guideline, an occasional transaction,
such as the exchange of coins for cash is one that is conducted by a person without an
account or facility at the financial institution.

Due diligence must be undertaken on, inter alia occasional transactions over BDS$10,000
or its equivalent in foreign currency, whether conducted in a single or multiple operations
that appear to be linked;

The extent of identity information and verification of occasional transactions below these
thresholds® is dependent on the materiality of the transaction and the degree of suspicion.

In such circumstances, at a minimurm, a financial institution must’

a. Identify and vcrify6 the persons conducting occasional transactions below
the above thresholds;

b. Maintain an effective system to monitor for abuse of occasional
transactions; and

c. Establish clear instructions for the timely reporting of unusual and
suspicious occasional transactions.

3 See Section B.0 for discussion va profiling and rransactoa limits.
& At 2 minimum, idenufication information may consist of the customer’s name and address, which is verified by valid phote-

bearing ID with a unique identfier.
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In cffecling the due ¢ 1gence process, financsatin 1t 1 1oust:

1) Whenever possible, require prospective customers o be interviewed in person.
Exceptions o this are outlined i Scctions 6.4.3, 6.4.4 and 6.8;

i) In venfying customer identity, use official or other reliable source documents, data or
information to verify the identity of the beneflicial owner prior to opening the account
or establishing the business relationship. [dentification documents which do not bear a
photograph or signature and which arc casily obtatnable (e.g. birth certificate) are not
acceptable as the sole means of identification. Customer identity can be verified using
a combination of methods such as those listed at Appendix 4. Verification may
involve the use of external clectronic databases.

111) In instances where original documents are not available, only accept copies that are
certified by an approved person. See Appendix 5. Approved persons must print their
name clearly, indicate their position or capacily together with a contact address and
phone number and date when the approval was written;

iv) If the documents are unfamiliar, take additional measures to verify that they are
genuine e.g. contacting the relevant authorities; and

v) Determine through a risk analysis of the type of applicant and the expected size and
activity of the account, the extent and nature of the information required to open an
account. Examples of documentation for different types of customers are set out in

Sections 6.1 to 6.4.

Generally, financial institutions must not accept funds from prospective customers unless
the necessary verification has been completed. In exceptional circumstances, where it
would be essential not to interrupt the normal conduct of business (e.g. non face-to-face
business and securities transactions), verification may be completed after establishment of
the business relationship. However, a reasonable timeline for completing the verification
process should be established. Should financial institutions determine this to be an
acceptable risk, they must retain control of any funds received until verification
requirements have been met. If the requirements are not met, and the financial institution
determines that the circumstances give rise to suspicion, it must make a report to the

Authority (See Section 7).

Where there is a suspicion that a transaction relates to money laundering or the financing of
terrorism, financial institutions should be cognizant of tipping off a customer when
conducting due diligence. The financial institution should make a business decision whether
to execute the transaction as the case may be, but a suspicious report should be submitted to

the Authority.
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b.1 rerson: Customer

A financial institution must obtain relevant information on the identity of its customer and
seek to verify some of the information on a risk basis, through the use of reliable,
independent source documents, data or information to prove to its satisfaction that the
individual is who that individual claims to be. See Section 2 of the MLFTA. The basic
information must include:

a. True name and permanent residential address;

b. Valid photo-bearing identification, with unique identifier, (e.g. passport, national
identification card, driver’s licence);

c. Date and place of birth and nationality (if dual, must be indicated);,

d. Occupation;

e. Contact details e.g. telephone number, fax number and e-mail address;
f. Purpose of the account; and

g. Signature.

In addition, the financial institution may obtain any other information deemed appropriate
and relevant e.g. source of funds and estimated account turnover.

The financial institution must determine the degree of verification to be undertaken on a
risk basis. In some instances, verification may be satisfied by maintaining current
government-issued photo-bearing identification with a unique identifier (e.g. passport, or a
national identification card).

Where a customer is unable to produce original documentation needed for identification or
verification, copies may be accepted if certified by persons listed in Appendix 5.

6.1.1 Unavailability of Identity Documents

There may be circumstances where some types of customers are unable to supply the
identity documents at Section 6.1. Such customers include the elderly, the disabled,
students, minors and individuals dependent on the care of others. Financial institutions must
determine what alternate identification documentation to accept and verification to employ.
Where applicable, the following must be among documentation obtained:

a) A letter or statement from a person listed at Appendix S that the person is who
he/she states;
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b) Confirmation of identity from another regulated institution mn « jurisdiction with
equivalent standards;

¢) Confirmation(s) (rom (he student’s workplace, school, college or university; and

d) Identity information on (he adult opening the account, and a birth certificate, or
national registration card for the account holder.

6.2  Corporate Customer

To satisty itself as (o the identity of the customer, the financial institution must obtain:

Name ol corporate entity;
Principal place of business and registered office;

a.
b.
¢. Mailing address;
d.

Conlact telephone and fax numbers;

e. ldentity information (See Section 6.1) on the beneficial owners of the entity. This
information must extend, as far as practicable, to identifying those who ultimately
own and control the company and must include anyone who is giving instructions
to the financial institution to act on behalf of the company. However,

i. If the company is publicly listed on a recognised stock exchange and not
subject to effective control by a small group of individuals, identification on
shareholders is not required;

ii. If the company is a private, identity must be sought on persons with a
minimum of 10% shareholding.

f. Identity information (See Section 6.1) on directors and officers who exercise
effective control over the business and are in a position to override internal
procedures / control mechanisms and, the signatories to accounts of a financial
nature;

g. Description and nature of business;
h. Purpose of the account, source of funds and the estimated account activity;

i. Certified copy of the certificate of incorporation, organisation, registration or
continuance, as the case may be, or any other certificate that is evidence of the
creation, registration or continuance of the body corporate, society or other legal
person as such, officially authenticated where the body corporate, society or other
legal person was created in another country;

j- By-laws and any relevant corporate documents filed with the Registrar of
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Corporate Affairs and Intellectual Property;

k. Board resolution authorising the opening of the account and conferring authority on
signatorics to the account; and

I.  Recent financial information or audited statements if applicable.

In addition, the financial institution may obtain any other information deemed appropriate.
For example, where it is deemed necessary, a financial institution may also request the
financial statements of parent or affiliate companies, or seek evidence that the entity is not
in the process of being dissolved or wound-up. It should request this information,
particularly for non-resident companies, where the corporate customer has no known track
record, is not highlighted in section 6.8 of this guideline, or it relies on established
affiliates for funding.

63  Partnership/Unincorporated Business

Partnerships and unincorporated businesses must meet the relevant requirements set out in
Section 6.1. The financial institution must identify each partner as well as immediate
family members with ownership control. In addition to providing the identification
documentation for partners/controllers and authorised signatories, where a formal
partnership arrangement exists, there must be a mandate from the partnership authorising

the opening of an account.

6.4  Enhanced Due Diligence

A financial institution may determine that a customer is high risk because of the
custorner’s business activity, ownership structure, nationality, residence status, anticipated
or actual volume and types of transactions. A financial institution should be wary of doing
business with persons from countries where, for example, it is believed that there is a high
level of drug trafficking or corruption and greater care may be needed in establishing and
maintaining the relationship or accepting documentation from such countries. Financial
institutions must observe the Public Statements issued by the FATF and CFATF as it
relates to business relationships and transactions with natural and legal persons, and
financial institutions from listed countries.

The financial institution’s policy framework must therefore include a description of the
.types of customers that are likely to pose a higher tharn average risk and procedures for
dealing with such applications. High-risk customers must be approved by senior
management and stringent documentation, verification and transaction monitoring
procedures must be established. Applying a risk-based approach, enhanced due diligence

. WS T % T ~ Rl T T
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lor high risk accounts may include, where deemed selevant, and with more frequency than
applied for low risk customers:

a)
b)
c)
d)
¢)
0
B)
h)

An cvaluation of the principals;

A review of current financial statements;
Verification of the source of funds;

Verification of source of wealth;

The conduct of reference checks;

Checks of electronic databases;

Review of relevant country assessment reports; and

Periodic reporting (o the Board about high risk accounts.

Types of situations requiring enhanced due diligence are indicated in the subsequent sub-
sectiong,

6.4.1

Trust Clients

Financial institutions must take reasonable measures to obtain information about the true
identity of the persons on whose behalf an account is opened or a transaction is conducted.
This applies especially if there are any doubts as to whether or not these clients or
customers are acting on their own behalf.

At a minimurmn, the financial institution must obtain the following’: -

a. Name of trust,
b. Nature / type of trust;

o

Country of establishment;

d. Identity of the trustee(s), settlor(s), protector(s)/controller(s) or similar
person holding power to appoint or remove the trustee and where possible
the names or classes of beneficiaries;

e. Identity of person(s) with powers to add beneficiaries, where applicable;
and

f. Identity of the person providing the funds, if not the ultimate settlor.

7 These minimorn requirements apply whether the finandial instituton i8 a named trustee ot is providing services (0 2 truse.
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Depending on the type or nature of the (rust, it may be impractical 1o obtain all of the
above at the onset of the relationship e.g. unborn beneficiaries. In such cases, discretion
must be exercised and documented in a manner consistent with the requirements in this
guideline. In all circumstances, the financial institution must verify beneficiaries before the
first distribution of assets. Further, financial institutions must verify protectors/controllers
the earlier of the first instance of exercise of power conferred by the trust instrument or the
issue of instruction to an advisor to provide advice.

Ongoing due diligence must be applied in the context of changes in any of the parties to
the trust, revision of the trust, addition of funds, investment of trust funds or distribution of
trust assets/provision of benefits out of trust assets. Obtaining a copy of the creating
instrument and other amending or supplementing instruments satisfies verification of the

identity of the trust.

Financial institutions are required to inform the FIU and the FSC when applicable Jaws and
regulations in the domicile where trusts are established, prohibit the implementation of this
guideline.

6.4.2 Non-Profit Organisations (NPOs)

NPOs differ in: size, income, structure, legal status, membership and scope. They engage in
ratsing or disbursing funds for charitable, religious, cultural, educational, social or fraternal
purposes or for carrying out other types of “good works”. NPOs can range from large
regional, national or international charities to community-based self-help groups. They
also include research institutes, churches, clubs, and professional associations. They
typically depend in whole or in part on charitable donations and voluntary service for
support. While terrorist financing may occur through small, non-complex transactions,
enhanced due diligence may not be necessary for all clients that are small organisations,
dealing with insignificant donations for redistribution among members. Financial
institutions roust therefore, determine the nsk level of activities in which the NPO is

engaged.
To assess the risk, a financial institution must focus inter alia on:

a. Purpose, ideology or philosophy;
b. Geographic areas served (including headquarters and operational areas).

Organisational structure;

[g]

d. Donor and volunteer base;
e. Funding and disbursement criteria (including basic beneficiary information);
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f.  Record keeping requircments; and
g. [s affiliation with other NPOs, Governments or groups.

The financial institution must also include the following in the identity records:

a) Evidence of registration of the home and local operation, where applicable;
b) ldentity of all signatories to the account; and
c) ldentity of board members and trustees, where applicable.

As part of the verification process, financial institutions must confirm that the organisation
is registered under the appropriate laws and with the tax authorities and must carry out due
diligence against publicly available terrorist lists. As part of ongoing monitoring activity,
financial institutions must examine whether funds are being sent to high-risk countries.

6.4.3 Non Face-to-Face Customers

The rapid growth of financial business by electronic means increases the scope for non-
face -to-face business and increases the risk of criminal access to the financial system.
Customers may use the Intermet, the mail service or altemative means because of their
convenience or because they wish to avoid face-to-face contact. Consequently, financial
institutions must pay special attention to risks associated with new and developing
technologies. Customers may compiete applications but financial institutions must satisfy
the requirements in this section before establishing a business relationship.

When accepting business from non-face-to-face customers, in order to prove to its
satisfaction that*the individual is who that individual claims to be, financial institutions

shall:

a. Obtain documents certified by approved persons listed at Appendix §;
b. Ensure that all company documents are signed by the Company Secretary;

c. Request additional documents to complement those which are required for face-to-
face customers, including more than one photo bearing ID;

d. Make independent contact with the customer, for example by telephone on a listed
business or other number; and

e. Request third party introduction e.g. by an introducer as noted in Section 6.4.4.

In addition, the financial institution may:
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a) Carry out employment checks (where applicable) with the customer’s consent
through a job letter or verbal confirmation on a listed business or other number;

b) Require the first payment to be carried out through an account in the customer’s
name with another bank subject to equivalent customer due diligence standards;
and

c) Obtain any other information deemed appropriate.

Where initial checks fail to identify the customer, the financial institution must
independently confirm and record additional checks. If the prospective customer is
required to attend a branch to conduct the first transaction, or to collect account
documentation or credit/debit cards, then valid photo bearing’ identification must be

obtained at that time.

Where a financial institution or its subsidiary initiates transactions in its role as a securities
broker or in the sale of mutval funds without establishing face-to-face contact and
obtaining all of the relevant documentation, it must make all efforts to obtain such
information within a reasonable time. In accepting such transactions, financial institutions

must:

i.  Set limits on the number and aggregate value of transactions that can be carried
out,

ii.  Indicate to customers that failure to provide the information within the established
timeframe, may trigger the termination of the transaction; and

iii.  Consider submitting a suspicious report.

6.4.4 Introduced Business
A financial institution may rely on other regulated third parties to introduce new business

in whole or in part but the ultimate responsibility remains with the financial institution for
customer identification and verification. Financial institutions must:

a. Document in a written agreement the respective responsibilities of the two parties;

Satisfy itself that the financial institution or introducer has in place KYC practices
at least equivalent to those required by Barbados law and the financial institution
itself;

c. Satisfy itself about the quality and effectiveness of supervision and regulation in
the introducer’s country of domicile (refer to FATF Recommendations 26, 27 and

r -
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28); and sausty isell that the introducer is regufated, and supervised or monitored
for. and has mcasures in place for compliance with CDD and record-keeping
requirements in line with the FATF Recommendations | 0.

d. Obtain copics of the due diligence documentation provided to the introducer prior
to the commencement of the business relationship;

154

Satis{y itself that an introducer continues to conform to the criteria set out above
(e.g. conduct periodic reviews);

f.  Consider teyminating the relationship where an introducer fails to provide the
requisite customer identification and verification documents; and

g. Consider terminating the relationship with an introducer who is not within the
financial institution’s group, where there are persistent deviations from the written
agreement.

When a prospective customer is introduced from within a financial institution’s group,
provided the idenlity of the customer has been verified by the introducing regulated parent
company, branch, subsidiary or associate in line with the standards set out in the guideline,
it is not necessary to re-verify the identification documents unless doubts subsequently
arise aboul the veracity of the information. The financial institution must however, retain
copies of the identification records in accordance with the requirements in the MLFTA.
Financial institutions must obtain written confirmation from a group member confirming
completion of verification. See Appendix 6.

6.4.5 Professional Service Providers

Professional service providers act as intermediaries between clients and the financial
institution and they include lawyers, accountants and other third parties that act as financial
liaisons for their clients. When establishing and maintaining relationships with professional
service providers, a financial institution must:

a. Adequately assess account risk and monitor the relationship for suspicious or
unusual activity;

b. Understand the intended use of the account, including the anticipated transaction
volume, products and services used, and geographic locations involved in the
relationship; and

c. Obtain the identity of the beneficial owners of the client funds where it is not

satisfied that the intermediary has in place due diligence procedures equivalent to
the standard of this guideline.
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Where pooled accounts are managed by:

a. Providers on behalf of entities such as mutual funds and pension funds; or

b. Lawyers or stockbrokers representing funds held on deposit or in escrow for
several individuals, and funds being held are not co-mingled (i.e. there are sub-
accounts), the financial institution must identify each beneficial owner. Where
funds are co-mingled, the financial institution must take reasonable measures to
identify the beneficial owners. Subject to the FSC’s approval, the latter is not
required where the provider employs at a minimum, equivalent due diligence
standards as set out in this guideline, and has systems and’controls to allocate the
assets to the relevant beneficiaries. Financial institutions must apply the criteria at
Section 6.4.4 in conducting due diligence on providers.

Financial institutions must observe guidance from the FIU regarding attorney-client
accounts.

6.4.6 Politically Exposed Persons (PEPs)

Concerns about the abuse of power by public officials for their own enrichment and the
associated reputation and legal risks, which financial institutions may face, have led to
calls for enhanced due diligence on such persons. The FATF has further categorised the
definition of a PEP as either foreign or domestic, and recommends a commensurate [evel
of AML due diligence.

A foreign PEP is an individual who has been entrusted with prominent public functions by
a foreign country, for example Heads of State, or of government, senior politicians, senjor
government, judicial or military officials, senior executives of state-owned corporations, or
important political officials.

Domestic PEPs are individuals who are or who have been entrusted domestically with
prominent public functions, for example Heads of State, or of government, senior
politicians, senior government, judicial or military officials, senior executives of state-
owned corporations, or important political officials.

Also it must be noted that persons who have been entrusted with a prominent function
within an international organisation refers to members of senior management such as
directors, deputy directors and members of the board or equivalent functions must also be
duly considered. The definition of 2 PEP is not intended to cover middle ranking or more
junior individuals in the foregoing categories. However, identifying PEPs can be
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problemalic.

Benclicial owner is delined i the FATF 40 Recommendations to “refer (o the natural
person(s) who ullimatcly owns or controls a customer and/or the person on whose behalf a
transaction is being conducted. It also incorporales those persons who exercise ultimale
cifective controt over a legal person or arrangement.”

Financial institutions should be required, in relation (o foreign politically exposed persons
(PEPs) (whether as .customer or beneficial owner), in addition to performing normal

customer due diligence measures, (0:
1.  Have appropriate risk managements systems to determine whether the customer or

the beneficial owner is a politically exposed person;
ii.  Obtain senior management approval for the ¢stablishing (or continuing, for existing
customers) such business relationships;

itt.  Take reasonable measures (0 establish the source of wealth and source of funds;
and

iv.  Conduct enhanced ongoing monitoring of the business relationship.

Financial ins(itutions must take reasonable measures to determine whether a customer or
beneficial owner is a domestic PEP or a person who is or has been entrusted with a
prominent function by an international organisation. In cases of a higher risk business
relationship with such persons, financial institutions should be required to apply the
measures referred to in paragraphs (i), (iit) and (iv) above. However, a domestic PEP is
subject to the foreign PEP requirements if that individual is also a foreign PEP through
another prominent public function in another country.

The requirements for all types of PEP should also apply to family members 8 or close
associates of such PEPs.

6.4.7. Corporate Vehicles

Barbados law prohibits companies from issuing shares in bearer form. Where a financial
institution dectdes that companies with nominee shareholders represent an acceptable
business risk, they must exercise care in conducting transactions. Financial institutions
must ensure they can identify the beneficial owners of such companies and must
immobilise bearer shares as a means of monitoring the identity of such companies by, for

example, requiring custody by:

8 Family members are individvals who are related to a PEP either directly (consanguinity) or through
marriage or similar (civil) forms of partnership. Close associates are individuals who are closely connected
to PEP. either socially or professionatly.
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a. The financial institution, or its subsidiary, regulated affiliate, parent or holding
company;

b. A recognized regulated financial institution tn a jurisdiction with equivalent
AMILJCFT standards; and

¢. Requiring the prior approval before shares can be exchanged.

6.5  No Simplified Due Diligence for Higher Risk Scenarios
Simplified customer due diligence should be unacceptable for specific higher-risk
scenarios. Higher-risk sceparios may include, but are not limited to the following:

s A customer is not physically present for identification purposes; or

o The nature of the situation is such, or a risk-assessment reveals, that a higher risk of
money laundering and the financing of terrorism are likely.

6.6  Higher Risk Countries

Certain countries are associated with predicate crimes such as drug trafficking, fraud and
corruption and consequently may pose a higher potential risk to financial institutions.
Conducting business relationships with customers who are either citizens of or domiciled
in such countries may expose the financial institution to reputational risk. Financial
institutions are encouraged to consult publicly available information to ensure that they are
aware of countries/territories which may pose a higher risk.

6.7  Retrospective Due Diligence

Where the identity information held on existing customers does not comply with the
requirements of this guideline, financial institutions are required to develop a risk-based
programme for ensuring compliance. Financial institutions must:

i.  Record their non-compliant business relationships, noting what information or
documentation is missing;

1. Establish a framework for effecting retrospective due diligence, including the
setting of deadlines for the completion of each risk category. The timing of
retrofitting can be linked to the occurrence of a significant transaction, a-material
change in the way that an account is operating, or doubts about previously obtained
customer due diligence data; and
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iti.  Establish policies for coping with an inability to obtain information and
documentation, including terminating the relationship and making a suspicious
report.

Where a financial institution deecms on the basis of risk and materiality, that it is not
practical to retrofit a customer (e.g. the scttlor has died; the account is inactive or dormant),
exemplion of such accounts must be approved by the compliance officer and senior
management, ratificd by the board and documented on the individual’s file.

6.8  Reduced Customer Due Diligence

As discussed in Section 5.1, the financial institution’s policy document should clearly
define he nsk caltegories/fapproach that is adopted and associated due diligence,
monitoring and other requirements. A financial institution may apply reduced due
diligence (o a customer provided that it satisfies itself that the customer is of such a risk
level that qualifies for this treatment. The financial institution will of necessity have to
identify the customer as part of the process of confirming that the reduced due diligence
apply but, will not be required to re-verify the identity of the customer or beneficial owner
or obtain information on the purpose or intended nature of the business relationship.
Financial institutions should note their obligations with regard to ongoing monitoring of
the business relationship. The reduced due diligence should be commensurate with the
lower risk factors. Financial institutions have to conduct and document appropriate testing
to satisfy themselves that the customer or counterparty qualifies for the reduced due
diligence. Examples of possible measures are:

o Verifying the identity of the customer (e.g. if account transactions rise above a
defined monetary threshold, or if it is largely impractical to do s0);

s Reducing the frequency of customer identification updates;

o Reducing the degree of on-going monitoring and scrutinising transactions, based on
a reasonable monetary threshold;

* Not collecting specific information or conducting specific measures to understand
the purpose and intended nature of the business relationship, but inferring the
purpose and nature from the type of transactions or business relationship
established.

Such circumstances which may warrant reduced due diligence measures are set out below:
i) Where an application to conduct business is made by:

a. An entity regulated by the Central Bank of Barbados under the International
Financial Services Act or the Financial Institutions Act;
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b. An entity regulated by the Financial Services Commission;
c. The Government of Barbados; or
d. A statutory body of the Barbados Government or that of a jurisdiction that

is not included on the FATF’s high risk and non-cooperative jurisdictions or the
UN Security Council’s sanctions list.

c. An entity supervised and regulated by a regulated body or listed on a stock
exchange in a jurisdiction not included on the FATF’s high risk and non-
cooperative jurisdictions list or the UN Security Council’s sanctions list.

1i) Where there is a transaction or series of transactions taking place in the course of a
business relationship, in respect of which the applicant has already produced
satisfactory evidence of identity.

iii) Where an existing customer opens a new account unless the condition described at
Section 6.7, sub-item (ii) holds. However, if the source of funds/wealth originates
from an external source, or from a country where, for example, it is believed or
known that there is a high level of drug trafficking or corruption, reduced due

diligence must not apply.

iv) Where a financial institution acquires the business of another financial institution,
whether in Barbados or elsewhere, and it is satisfied that the due diligence
standards of the acquired institution are at least equivalent to that set in this
guideline, it need not re-verify the customers.

Notwithstanding the foregoing, financial institutions must not apply reduced due diligence
where there is a suspicion of money laundering or terrorist financing. Further, if the
financial institution is not satisfied that equivalent standards have been followed or the
customer records are not consistent with the requirements of this guideline, the financial
institution must seek to identify and verify the identity of customers who do not have
. existing relationships with the financial institution along the lines set out in Section 6.7.

7.0 UNUSUAL & SUSPICIOUS TRANSACTIONS

Suspicious transactions are financial transactions that give rise to reasonable grounds to
suspect that they are related to the commission of a money laundering or terrorism offence.
These transactions may be complex, unusual or large or may represent an unusual pattern.
This includes significant transactions relative to the relationship. transactions that exceed
prescribed limits or a very high account turnover that is inconsistent with the expected
pattern of transactions. In some instances, the origin of the transaction may give rise to
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suspicion. For examples of “Red Flags™ see Appendix 7.

A pre-requisite 10 identifying unusual and suspicious activity is the profiling of customess
and delermination ol consistent transaction limits. Unusuval transactions are not necessarily
suspicious, bul they should give rise to further enquiry and analysis. In this regard,
[inancial institutions must examine, 10 the extent possible, the background and purpose of
(ransactions that appear to have no apparent economic or vistble lawlul purpose,
irrespective of where they originate.

Financial institutions must develop procedures to assist in the identification of unusual or
suspicious aclivity in afl types of business transactions, products and services.

A financial institution must:

i.  Develop cffective manual and/or automated systems to enable staff to monitor, on
a solo, consolidated and group-wide basis, transactions undertaken throughout the
course of the business relationship and identify activity that is inconsistent with the
inancial institution’s knowledge of the customer, their business and risk profile;
and

ii.  Determine customer specific limits based on an analysis of the risk profile of
customers, the volume of transactions and the account tumover. When applied, this
may give rise to multiple limits and/or aggregate limits on a consolidated basis.

Financial institutions must not grant blankel exemptions and must:

1. Clearly document their policy for the granting of such exemptions including the
qualifying criteria for exemption, officers responsible for preparing and
authorizing exemptions, the basis for establishing threshold limits, review of
exempt customers and procedures for processing transactions.

ii.  Maintain authorised exempt lists showing threshold limits established for each
qualifying customer.

For the purposes of this guideline, and consistent with Section 2 of the MLFTA, a
transaction inciudes an attempted or aborted transaction.

7.1  Internal Reporting Procedures

To facilitate the detection of suspicious transactions, a financial institution must:
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i.  Require customers to declare the source and/or purpose of funds for business
transactions tn excess of threshold limits, or such lower amount as the financial
institution determines, to reasonably ascertain that funds are not the proceeds of
criminal activity. Appendix 8 indicates a specimen of a Declaration Source of
Funds (DSOF) form. Where electronic reports are employed instead of the form,
they should capture the information included on the Appendix and should be

signed by the customer;

ii.  Develop written policies, procedures and processes to provide guidance on the
reporting chain and the procedures to follow when identifying and researching
unusnal transactions and reporting suspicious activities;

iti.  ldentify a suitably qualified and experienced person to whom unusual and
suspicious reports are channelled. The person should have direct access to the
appropriate records to determine the basis-for reporting the matter to the FIU (See

Section 7.2);
iv.  Require its staff to document in writing their suspicion about a transaction; and

v.  Require documentation of internal enquiries.

7.2  External Reporting

Financial institutions are required by law to report forthwith to the FIU where the identity
of the person involved, the transaction or any other circumstance concerning that
transaction lead the fipancial institution to have reasonable grounds to suspect that a
transaction:

i)  Involves proceeds of crime to which the MLFTA applies;

ii)  Involves the financing of terrorism; or

iif)  Is of a suspicious or an unusual nature.

In addition, pursuant to the United Nations Resolutions on terrorist financing, financial
institutions must freeze any funds or other assets held for individuals or organisations
listed on the UN list of persons connected to terrorism, and submit a report to the FIU. This
list may be accessed at www.un.org’.

Where a suspicious report has been filed with the FIU, and further unusual or suspicious
activity pertaining to the same customer or account arises, financial institutions must file
additional reports with the FIU.

9 http:/ /www.un.org/Docs/sc/commitrees /1267/1267List Enghtm
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Licensed financial institutions, their directors, officers. employees and agents are protecled
under the MLFTA (rom any action, suit or procecdings for breach ol any restriction on
disclosure of information, if they report suspicious activity in good faith to the FIU, even if
they did not know precisely what the underlying criminal activity was, and regardless of
whether illegal activity actually occurred. See sections 48(5) and 48(6) of the MLFTA. 1t
is against the law for employecs, dircctors, officers or agents of a financial institution to
disclose that a suspicious transaction report-or related information on a specific transaction
has been reported (o the FIU.

Reports must be in the format determined by the FIU (See Appendix 9). However, where a
matler is considered urgen!, an .initial report may be made by contacting the FIU by
telephone or e-mail.

Where a person is a client of both the financial institution and another group member, and
a suspicious report is prepared by (he lauer, the Barbados FIU must be notified.

8.0 COMPLIANCE AND AUDIT

Financial institutions must designate a suitably qualified person at the management level
with the appropriate level of authorily, seniority and independence as Compliance Officer
or indicate an individual whose function inciudes AML compliance. The Compliance
Officer mus( be independent of the receipt, transfer or payment of funds, or management of
customer assets, and should have timely and uninhibited access to customer identification,
transaction records and other relevant information. The powers and reporting structure of
the officer should be conducive to the effective and independent exercise of duties.

The Compliance Officer must:

i.  Undertake responsibility for developing compliance policies;

ii.  Develop a programme to communicate policies and procedures within the entity;
iit.  Monitor compliance with the financial institution’s internal AML programme;
tv.  Receive internal reports and consider all such reports;.

v.  Issue, in his/her own discretion, external reports to the FIU as soon as practicable
after determining that a transaction warrants reporting;

"vi.  Monitor the accounts of -persons for whom a suspicious report has been made;

vii.  Establish and maintain on-going awareness and training programmes for staff at all
levels;
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viii.  Estublish standards for the frequency and means of training;

ix.  Report at least annually to the board of directors (or relevant oversight body in the
casc of branch operations) on the operations and effectiveness of the systems and
controls to combat money laundering and the financing of terrorism;

x.  PReview compliance policies and procedures to reflect changes in legislation or
international developments;

x1.  Participate in the approval process for high-risk business lines and new products,
including those involving new technologies; and

xii.  Be available to discuss with the FSC or the FIU matters pertaining to the
AML/CFT function.

The internal audit department must carry out reviews to evaluate how effectively
compliance policies are being implemented. Such reviews must be carried out on a
frequency consistent with the financial institution’s size and risk profile. The review
process must identify and note weaknesses in policies and procedures, corrective measures
and ensure timely follow-up of actions.

The FSC recognises, however, that the designation of a Compliance Officer or the creation
of an internal audit depastment may create difficulties for some small financial institutions.
Where this is not possible, a financial institution may, subject (o the FSC’s agreement,
outsource the operational aspects of the compliance or internal audit function to a person
or, firm that is not involved in the auditing or accounting functions of the financial

institution.

Notwithstanding, the responsibility for compliance with the MLFTA and the guideline
remains that of the financial institution and the requirements of this section will extend to
the agent. A financial institution must always be ready to respond to the FSC and the FIU
on AML/CFT issues.

9.0 RECORD-KEEPING

To demonstrate compliance with the MLFTA and to facilitate investigations undertaken by
the FIU, financial institutions must establish a document retention policy that provides for
the maintenance of a broad spectrum of records, including those related to customer
identification, business transactions, internal and external reporting and training.

Financial instiations must maintain these records for a minimum of five vyears, in
accordance with Section 18 (2) (2) of the MLFTA, after the termination of the business

transaction, or the business relationship, whichever is applicable.
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However, it may be neeessary for {inancial institutions (o retain records, until such time as
advised by the FIU or High Coutt, lor a period exceeding the date ol termination of the last
business transaction where:

1. There has been a report of a suspicious activily; or

ii.  There is an on-going investigation refating (o a transaction or client.

Financial institutions must ensure that records held by an affiliate outside Barbados at a
minimum, comply with the requirements of Barbados law and this guideline.

Financial institutons must retain records in a format, including electronic, scanned or
microfilm, that would facilitaic reconstruction of individual transactions (including the
amounts and types of currency involved) so as to provide, if necessary, evidence for
prosecution of criminal aclivity and (o enable financial institutions to comply swiftly with
information requests from the FIU. This applies whether or not records are stored off the
premises of the financial institution.

When a financial institution merges with or takes over another entity, it must ensure that
the records described above can be readily retrieved. Where the records are kept in a
contractual relationship by an entity other than a financial institution, the financial
institution is responsible for retrieving those records before the end of the contractual
arrangement.

The nature of records that must be retained is set out at Section 2 of the MLFTA, which
defines a business arrangement, business transaction, and business transaction record.

9.1 Internal and External Records

In accordance with section 18(2) of the MLFTA, financial institutions must maintain
records related to unusual and suspicious transaction reports. These must include:

i.  All reports made by staff to the Compliance Officer;

ii.  The internal written findings of transactions investigated. This applies irrespective
of whether a suspicious report was made;

ili.  Consideration of those reports and of any action taken; and
iv.  Reports by the Compliance Officer to senior management and board of directors.
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9.2  Training Records
In order 10 provide evidence of compliance with Section 21 of the MLFTA, at a minimum,
a ftnancial institution must maintain the following information:

e Details and contents of the training programme provided to staff members;
o Names of staff receiving the training;

e Dates that training sessions were held;

o Test results carried out to measure staff understanding of money laundering
and terrorist financing requirements; and

e An on-going training plan.

10.0 TRAINING AND AWARENESS

An integral element of the fight against money laundering and the financing of terrorism is
the awareness of those charged with the responsibility of identifying and analysing
potential illicit transactions. Financial institutions must, therefore, establish ongoing
employee training programmes. Training must be targeted at all employees but added
emphasis must be placed on the training of the Compliance Officer and the compliance and
audit staff because of their critical role n sensitising the broader staff complement to
AML/CFT issues and ensuring compliance with policy and procedures. Additionally front
lien staff should be targeted so as to enable them to respond appropriately when interacting

with the public.
Financial institutions, therefore, must:

i.  Develop an appropriately tailored training and awareness programme consistent
with their size, resources and type of operation to enable their employees to be
aware of the risks associated with money laundering and terrorist financing, to
understand how the institution might be used for such activities, to recognise and
handle potential money laundering or terrorist financing transactions and to be
aware of new techniques and trends in money laundering and terrorist financing;

ii.  Clearly explain to staff the laws, the penalties for non-compliance, their obligations
and the requirements concerning customer due diligence and suspicious transaction
reporting;

iii.  Formally document, as part of their anti-money laundering policy document, their
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10.1

approich 1o traming, including the trequency, delivery channels and conltent;

Ensurc that all staflf members arc awarc of the identity and responsibilitics of the
Compliance Officer and/or (he Reporting Officer to whom they must report unusual
or suspicious transactions;

Establish and maintain a regular schedule of new and refresher programmes,
appropriate (o their risk profile, for the different types of training required for:

a. New hire ortentation:

b. Operations staff;

¢. Supervisors:

d. Board and senjor management; and

G

Audit and compliance staft.

Obtain an acknowledgement from each staff member on the training received; and

Provide all staff with reference manuals/materials that outline their responsibilities
and the institution’s policies. These should complement rather than replace formal

training programmes.

Content and Scope of the Training Programme

A financial institution’s overall training programmes must cover topics pertinent to its
operations and must be informed by developments in intemational AML/CFT standards.
Training should be general as well as specific (o the area in which the trainees operate. As
staff members move between jobs, their training needs for AML/CFT may change.
Training programmes must, inter alia, incorporate references (o:

i.
il.
ti.

1v.

Relevant money laundering and terrorism financing laws and regulations;
Definitions and examples of laundering and tervorist financing schemes;
How the institution can be used by launderers or terrorists;

The importance of adhering to customer due diligence policies, the processes for
verifying customer identification and the circumstances for implementing enhanced
due diligence procedures;

Effective ways of determining whether clients are PEPs and to understand, assess
and handle the potential associated risks;
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Vi,
viI.
vill.

1X.

The procedures (o follow for delection of unusval or suspicious activily across lines
of business and across the financial group;

The completion of unusual and suspicious transaction reports;
Treatment of incomplete or declined transactions; and

The procedures to follow when working with law enforcement or the FIU on an
investigation.

11.0 PRE-EMPLOYMENT BACKGROUND SCREENING

The ability to implement an effective AML/CFT programme depends in part on the quality
and integrity of staff. Financial institutions must, therefore, undertake due diligence on
prospective staff members. The senior management of a financial institution must:

i,

Verify the applicant’s identity;

Develop a risk-focussed approach to determining when pre-employment
background screening is considered appropriate or when the level of screening
should be increased, based upon the position and responsibilities assoctated with a
particular position. The sensitivity of the position or the access level of an
individual staff member may warrant additional background screening, which must
include verification of references, experience, education and professional
qualifications.

Maintatn an ongoing approach to screening for specific positions, as circumstances
change, or for a comprehensive review of departmental staff over a period of time.
Internal policies and procedures must be in place (e.g. codes for conduct, ethics,
conflicts of interest) for assessing staff; and

Have a policy that addresses appropriate actions when pre-employment or
subsequent due diligence detects information contrary to what the applicant or
employee provided.
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12.0 SECTOR SPECIFIC GUIDANCE

This section is intended to deal with specialised areas of relevant linancial busincss which
require more explanation and rajse more complex issues than are deall with in the general
body ol this puideline. This section must be read in conjunction with the other sections of
this guidcline.

For the purposes of this guideline relevant insurance business (RIB) means any entity,
including any cxempt insurance company or qualificd insurance company which is
licensed by the FSC to conduct insurance business in or from Barbados, and is engaged in
the loliowing types of insurance business:

I. A permancnt life insurance policy other than a group life insurance policy

1. Any annuity contract, other than a group annuily contract and
Ift.  Any other individual life insurance product with featurcs of cash value or
investment

IV.  Any general insurance business
V.  Any intermediary selling or placing insurance business with a financial institution

12.1 Insurance
Life insurance and long term insurance products are the predominant classes of insurance

used by money launderers; however some money-taundering activities could be employed
through the use of non-life insurance as well. Therc are several types of life insurance
products including term, whole life, and combinations of these types. There are also single
or regular premium unit-linked life assurance policies in which units are linked to the value
of the underlying investments. Unit-linked policies are the types which are more subject to
abuse. Typically, in the context of AML guidance, and measured on a risk basis. Life and
non-life activities should be separated, and where policies are hybrid in nature, for
example, life insurance and investment, the funds should be appropriately segregated.

Where a transaction involves an insurer and an intermediary, each needs to separately
consider its own position and to ensure that its own obligations under this guideline and the
MLFTA are duly discharged. In this regard there will be a necessity for KYC information
sharing between intermediaries, as the first point of contact or outsel of the relationship,
and the insurer as the entity paying claims. An information share system should be put in
place between insurer and intermediary to allow both entities to satisfy the requirements
under the MLFTA. The KYC information shared should be used solely for the purpose of
completing the KYC requirements unless otherwise stated in a formal agreement signed
between the insurer and the intermediary.
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As part of their due diligence process RIBs should:

1ii.

Establish procedures for obtaining identification information on new customers so
as to be satisfied that a prospective customer is who he claims to be;
Use reasonable measures to verify and adequately document the identity of the
customer or account holder at the outset of a business relationship; and
Except in instances outlined in section 6.8 of the guideline, ensure that they have
adequate procedures:
a. To retain all post sale records associated with the maintenance of the
contract, up (o and including the point of maturity; and
b. Provide details of maturity processing and claim settlement including
completed “discharge of obligation”.

For the purposes of this guideline, the RIB should seek to identify the customer and all
those who exercise control over the policy holder. A customer includes:

ii.

.

A person or entity that maintains a policy/contract with the RIB;

A person or entity on whose behalf a policy/contract is maintained i.e. beneficial
owner;

The beneficiaries of business transactions conducted by professional intermediaries
such as lawyers, accountants, notaries, business introducers or any other
professional service providers;

A person or entity entering into an arrangement with an intermediary through who
a policy/contract is placed with a third party entity or insurer; or

Any pérson of entity connected with a financial institution that can pose a

significant risk to the RIB, including persons establishing business arrangements,
purporting to act on behalf of a customer or conducting business.

In effecting the due diligence process, RIBs should:

ii.

i1,

Whenever possible, require prospective customers to be interviewed in person. In
cases of an exempt insurance company or a qualifying insurance company where
the ultimate transaction is outside of Barbados, RIBs should ensure that appropriate
customer due diligence is conducted at source. Exceptions to this are outlined in
Sections 6.8;

In verifying customer identity, use independent official or other reliable source
documents, data or information to verify the identity of the beneficial owner prior
to opening the account or establishing the business relationship.

Determine through a risk analysis of the type of applicant and the expected size and
activity of the account, the extent and nature of the information required to open an
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account. Examples of documentation for different types ol customers are set out in
Scctions 6.1 10 6.5.

Gcenerally, R1Bs should nol accept funds [rom prospective customers unless the necessary
verification has been completed. In exceptional circumstances, where it would be essentiat
not to intcrrupt the normal conduct of business (e.g. non face-to-face business and
securilics transactions), verification may be completed after establishment of the business
relationship. Should this be determined Lo be an acceptable risk, RIBs should adopt risk
management procedures with respect to the conditions under which a customer may utilise
the business relationship prior to verification. If the requirements are not met, and it is
determined that the circumstances give rise Lo suspicion, then the RIB should make a
report {0 the FIU.

Procedures should include a set of measures such as a limitation of the number, types
and/or amount of transactions that can be performed and the monitoring of large or
complex transactions being conducted outside of expected norms for that type of
relationship. Where there is a suspicion that a transaction relates to money laundering or
the financing of terrorism, RIBs should be cognizant of tipping off a customer when
conducting due diligence. The RIB should make a business decision whether to open the
account or execute the transaction as the case may be, but a suspicious report should be
submitted to the FIU.

12.2 Mutual Funds and Mutual Fund Administrators

In this section:
a "Mutual Fund" or "Fund" is as defined in accordance to the Mutual Funds Act 2002 CAP

320B, (“the MFA”™) as:
(a) a registered unit trust;
(b) a company;
(c) a partnership; or

(d) a society,

that has been granted a licence under this Act for the purpose of carrying on mutual fund
business in or from Barbados in compliance with this Act, but does not include:

(i) a person licensed under
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t. 1. Part 1l of the Financial Institutions Act, other than a finance company;
|.2. the Insurance Act; and
1.3. the Exempt Insurance Act;

(i1) a friendly society within the meaning of the Friendly Societies Act,

(i) a society, financial institution or association within the meaning of the Co-operative
Societies Act;

(iv) any company or partnership, whether Barbadian or foreign, that is primarily engaged
in any industrial, commercial or charitable enterprise and may include a unit trust.

A "Licensed Mutual Fund Administrator” or "An Administratoc” means the holder of a
general administration licence or a restricted administration licence granted under the
Mutual Funds Act. That is: a persdn managing or administering a Mutual Fund (including
controlling all or substantially all of its assets); a person providing the principal office of a
mutual fund in Barbados or providing an operator to the mutual fund as defined in section
2 of the Mutual Funds Act CAP 320B.

A "Promoter” is as defined in section 2 of the Mutual Funds Act CAP 320B; namely, any
person who causes the preparation or distribution of an offering document in respect of a
Mutual Fund or proposed Fund. This does not include a professional adviser acting for or
on behalf of the aforementioned persons.

12.2.1 Timing of Verification

The MLFTA provide that there should be procedures in place requiring, as soon as
reasonably practicable after contact is first made with an applicant for business, either
satisfactory evidence of the applicants identity or that steps are taken which will produce
satisfactory evidence of identity. The time span in which satisfactory evidence has to be
obtained depends on the particular circumstances and the practicalities of obtaining
evidence before commitments are entered into between parties and before money passes.

In the Fund context, situations may arise in which satisfactory identification procedures
have not been completed prior to the receipt of subscription funds or redemption settlement
requests. Whether or not it is appropnate to transfer funds to a brokerage or similar
account in the name of the Fund may depend on the nature of the investment. Mutual
funds and administrators shoald ensure that they have implemented a tightly-controlled
procedural framework to ensure that shares/units/interests are not applied to investors and
that redemption proceeds are not settled without senior management approval, the basis for
such approval to be recorded and such records retained.
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I, after having conducted a risk asscssment in accordance with section 6 of (he guideline,
verification procedures or identification of an investor have not been completed prior to the
date on which redemption is due to take place, the mutual fund should use (he opportunity
of redemption to seek satisfactory evidence of identity. [l is industry best practice that,
save in exceptional circumstances, payment of the redemption proceeds should be made
only 10 the investor and not to a third party. In all circumstances the requisite level of due
diligence on a risk basis should have been employed

12.2.2 Client verification — Assumed Business

Where a successor firm is acquiring administration ol an existing mutual fund, the
successor must ensure that the necessary due diligence has been performed prior to
performing the administration. 1t may be possible to rely upon the evidence of identity
obtained by a predccessor administrator provided that the original files, or certified copies
of the original filcs, are transferred to the successor administrator and the successor firm
has assessed the quality of the evidence on investor identily. Where insufficient evidence
exists, it may be appropriate to supplement with additional evidence to meet the standards

required by this guideline.

12.2.3 Fund Compliance Procedures

Regulated financial institutions must have internal reporting procedures in place to (1)
identify and report suspicious activity, (2) monitor and ensure internal compliance with
laws relating to money laundering, and (3) test the AML/CFT system consistent with the
MLFTA and this guideline. Both mutual funds and their administrators have separate
obligations to matintain and implement procedures in respect of their relevant financial
business. Although vltimate responsibility for maintaining and implementing satisfactory
procedures remains with the financial institution, the obligations may be met by delegating
or outsourcing those functions. A fund can meet its obligations in relation to the
procedures in a number of ways:

i. It can implement procedures directly;

ii. ~ Where a fund has no staff in Barbados and the administration of subscriptions and
redemptions is conducted by a person subject to the anti-money laundering regime
of Barbados, in a jurisdiction not included in the FATF’s list of high risk and non-
cooperative jurisdictions, or on the UN Security Council’s sanctions list, the fund
will be regarded by the FSC as being compliant with the guideline if the fund’s
reliance on such a person is acknowledged in an appropriate agreement (e.g., an
administration or registrar and transfer agency agreement), and if the person
administering subscriptions and redemptions does so in compliance with the
applicable procedures of such jurisdiction;
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Where a fund hag delegated any of the procedures to a person subject to the anti-
money laundering regime of the Barbados or an approved jurisdiction, consistent
with the requirements of the guideline, where applicable, the fund will be regarded
by the FSC as being compliant with the guideline; and

A fund may also delegate any or all of its obligations with respect to the
maintenance of Procedures to a suitable third party or parties, whether within or
outside Barbados, provided that such appointment is consistent with the
requirements of sections 6-11 of the guideline, where applicable;

A fund administrator may delegate any of the requirements of this guideline to a
regulated person in Barbados or a person in a jurisdiction not included in FATF's
list of high risk and non-cooperative jurisdictions that is subject to the AML/CFT
regime of that country, consistent with the requirements of the guideline, where
applicable. The fund administrator will be regarded by the FSC as being compliant
with the guideline with respect to the procedures if the delegate complies with the
procedures of such jurisdiction; and

A fund administrator may also delegate any or all of its obligations with respect to
the maintenance of the requirements of this guideline to a suitable third party or
parties, whether within or outside the Barbados, provided that such appointment is
consistent with the requirements of sections 6-11 of the guideline, where
applicable.

Notwithstanding the above, the operators of 2 fund or the fund administrator should
document, either as a board resolution or otherwise, the manner in which the entity has met
its obligation to marntain procedures outlined in this guideline.
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12.3  Market Actors: Securities and Investment Business

[ntroduction
Market aclors are less likely to be at risk during the initial placement stage of money

laundering because cash settlement of investment transactions is relatively rare. Instead, in
the securities and investment business, it is more likely that market actors will come into
contact with the layering and integration stages of a money laundering operation than the
placement of cash. Often the money launderers’ intention will be simply to carry out
transactions for their own purposes, and to complicate the audit trail in the event of an
investigation at a later stage.

Layering and integration of laundered money tend to occur in the securities and investment
businesses because the liquidity of many investment products attracts sophisticated money
launderers, as it allows them the opportunity to move funds quickly and easily from one
product to another, mixing lawful and illicit proceeds and integrating them into the
legitimate economy. Investment businesses are also able to transfer monies across borders
quickly and efficiently. Complex and sophisticated new investment products that are
constantly being introduced, and the lack of order in emerging markets, offer considerable
potential to the money launderer.

Procedures and records maintained by investment businesses constitute an important audit
trail and play an important part in combating money laundering.

Table 1: Identification of Customer/Counterparty

The applicant for business may be one of the following:

Where the Market Actor Applicant for Business is

acts as agent in buying, selling, managing, | the principal
subscribing for or underwriting securities

acts as principal or makes arrangements | the counterparties
in buying, selling, managing, subscribing
for or underwriting securities

advises an investor or potential investor | the investor or potential investor
on the merits for buying, selling,
managing subscribing for or underwriting
securities
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12.3.1 Client Verification
Client verification information should be obtained prior to opening account or establishing
business relationship. If it is not forthcoming at the outset or within a reasonable time, the
relationship should be re-evaluated and transactions should not proceed. For exceptions,
refer to section 6.8 of this guideline.

If the market actor acquires the clients/accounts of another market actor, if the money
laundering procedures previously undertaken have not been in accordance with Barbados
requirements, or the procedures cannot be checked by the market actor acquiring the new
customer, or the customer records are not available to the acquiring market actor, then
verification of identity procedures will need to be undertaken for all transferred customers

as soon as 1S practicable.

Market actors should use their judgment in determining whether or not in the context of the
intended business relationship they should place reliance on the due diligence procedures
of intermediaries. In cases in which reliance is placed on the intermediary, senior
management must make a judgement as to whether or not it would be prudent to obtain
appropriate evidence of client verification either by provision by the introducer of primary
documentation relating to confirm identity, or by written confirmation from the introducer
that it has satisfied itself as to the bona fides and integrity of the client. This is further
explained in section 6.4.4 of this guideline “Introduced Business,”.

Table 2; Information Requirements

Applicant for Business Information which should be obtained

Where the principal, counterparty(ies), or | Sufficient information to anticipate normal
investor or potential investor is a person business activity, including type of products
required and general level of likely activity
and investment goals.

Sufficient information to anticipate normal
business activity, including type of products
Where the principal, counterparty(ies), or | required and general level of likely activity
investor or potential investor is a company, | and investment goals; and

or otherwise
Sufficient information regarding intra-group
relationships, if any, clients; service
providers; and trading partners to establish a
trading profile which can be monitored
against fransactions.
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12.3.2 Enhanced Due Diligence, Warning Signs and Suspicious Transactions

The aim of the money launderer is to introduce as many layers as possible. This means that
the money may pass through a number of sources and through a number of different
persons or entitics.  Of note, long-standing and apparently legitimate customer accounts
may be used to launnder money or {inance terrorist activily innocently, as a favour, or due to
the cxercise of undue pressure. Scttlement also poses an area of risk for market dealers,
payment through a third-party cheque or a money (ransfer where there is a variation
between the account holder, the signatory an the prospective investor should give rise to
additional enquiries. One should note that cash settlement through a third party is not in
itself suspicious, but poses an area of vulnerability. Enhanced due diligence may also be
applied in sitwations where Lthe market aclor is particularly exposed to reputational risk.
Section 6.4 of the guideline provides information on procedures in dealing with situations
that require enhanced due diligence.

Appendix 7 of the Guidelines contains examples of “red flags” for which market actors
must be alert. The following list contains additional “red flags” which may indicate a
money laundering scheme. As stated at Appendix 7, the presence of any of the following
behaviours does not necessarily indicate an inappropriate or illegal act, but the market
actors should be on enquiry and be satisfied with any explanation, especially as more and
more of the activities hsted below are present.

i.  Clients who are unknown to the market actors and verification of identity /
incorporation proves difficult;

ii.  Clients who wish to deal on a large scale but are completely unknown to the market
actor;

iit.  Clients who wish to invest or settle using cash;
iv.  Clients who use a cheque that has been drawn on an account other than their own;
v.  Clients who change the settlement details at the last moment;

vi. Clients who insist on entering into financial commitments that appear to be
considerably beyond their means;
vii.  Clients who accept relatively uneconomic terms, when with a little effort they
could have a much better deal;
viit.  Clients who have no obvious reason for using the services of the market actor(e.g.
clients with distant addresses who could find the same service nearer their home
base;
ix.  Clients whose requirements are not in the normal pattern of the service provider's
business which could be more easily serviced elsewhere;
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XI.

Xii.

Xiil.

X1v.

XV.

XVi.

XVil.

Xviil.

XiX.

XX.

XX1.

XXii.

XX1i1.

'

Clients who refuse {0 explain why they wish to make an investment that has no
obvious purpose;

Clients who are introduced by an overseas agent based in a country noted for drug
production or distribution or a client introduced by an overseas branch, affiliate or
other service provider based in a jurisdiction that is included in FATE’s list of high
risk and non-co-operative jurisdictions;

Clients who make regular and large payments, including wire transactions, that
cannot be clearly identified as bona fide transactions to, or receive regular and Jarge
payments from a jurisdiction included in the FATF’s list of high risk and non-
cooperative jurisdictions;

Clients who transfer funds or shares to accounts in a jurisdiction that is included in
the FATF's list of high risk and non-cooperative jurisdictions;

Clients who make back to back deposit/loan transactions with subsidiaries or
affiliates of overseas financial services businesses;

Clients who want to transfer funds overseas or make payment in foreign currency
which appear to have no commercial objective;

Clients who indulge in much activity with little or no profit over a number of
jurisdictions;

Clients who carry out large numbers of transactions with the same counterparty in
small amounts of the same security, each purchased for cash and then sold in one
transaction, particularly if the proceeds are also then credited to an account
different from the original account;

Clients who purchase low grade securities in an overseas jurisdiction, sell locally
and then purchase high grade securities with the proceeds;

Clients who constantly pay-in or deposit cash to cover requests for bankers drafts,
money transfers or other negotiable and readily marketablé money instruments;

Clients who wish to maintain a number of trustee or clients® accounts which do not
appear consistent with the type of business, including transactions which involve
nominee names;

Any transaction involving an undisclosed party;

Transfer of the benefit of an asset to an apparently unrelated third party, or
assignment of such benefit as collateral; and

There is sigpificant variation in the pattern of investment with reasonable or
acceptable explanation.
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Market actors also nced to be awarc that its employees could be targeted by money
launderers and therelore should be aware of;

i.  Changes in employee characteristics (e.g. lavish life styles or avoiding taking
holidays); and

ii.  Changes in employee or agent performance, (e.g. a dealer has remarkable or
unexpecled increase in performance).
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APPENDICES

Appendix 1

ver f Activities of Fi cial ftution

Although MLFTA applies to all persons and businesses, additional administrative tequirements arce
placed on financial institutions.

The activitics of financial insticutons are defined in the Fiest Schedule of the MLFTA as follows:

1.

o

o

10.
11.
12.
13.

14.
15.

Copom—— i -

Acceptance of deposits and other repayable funds from the public, including private banking.
Lending, including consumer credit, mortgage credit, factoning (with or without recourse), and
financing of commercial transactions, including forfeiting.
Financial leasing other than with respect to arrangements relating to consumer products.
Moncey or value transmission setvices.
Issuing and managing means of payment, including credit and debit cards, travellers’ cheques,
money orders and bankers’ drafts, and electronic money.
Isswng financial guazantees and commitments.
Trading in

(a) money market instruments, including cheques, bills, certificates of deposit and

derivatives;

(b) foreign exchange;

(¢) exchange, interest rate and index instruments; and

(d) transferable securities.
Commodity futures trading.
Participation in securnities issues and the provision of financial secvices related to such 1ssues.
Individual and collective porifolio management.
Safekeeping and administration of cash ot liquid securities on behalf of other persons.
Investing and administeting or managing funds or money on behalf of other persons.
Underwsniting and placement of life insurance and other investment-related insurance,
including insurance intermediation by ageat and brokess.
Money 20d cugrency changing.
Any other setvice of a financial nature.
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Appendix 2
Additional References

Nuamue of Organisation Website Address / Link
Bascl Committee on Banking Supervision http:/ /www.bis.ory /bebs
Caribbean Financial Action Task liorce wwwv.cfalf ~prafic.oey/
(CIENTTY
Commaonwealth Sccrelarat hitp: //www.(hecommonwenlth ore
Lpmaont Group lor Financial {ntellipence htip: //www.cgmnontgroup.orp
Units
Finaacial Action 1'ask lorce (IFATT9) beep:/ /www.Gatfopafiorg
Linancial Stability Hocum htep//www.Efocum.org
[ntemational Association of Insurance betp:/ /wwiaisweb.org
Supcervisors
International Monetary fund Wi r
International Organisation of Securnitics hitp: / /www.iosco.org
Commission
Interpol (tntermpol’s iavolvement in the (ight \ Qris
against inteenational (errorism)
Orpanisation of American States — CICAD hitp://www.cicad.oas.org
"T'he Pinancial Crsme Baforcement Network hup://www fincen.gov/af main.hml
(FINCEN)
The World Bank hite. / /www,woddbagk.org
United Nations Ltp://www.un.org
United Nations — Inteenational Money tp: v.imolig.or
Laundcring Information Network
Uniced Nations — Sccurity Council Resolutons www.yn.org/en/s mentg/resolutio
United Nations Officc on Drugs and Crime unodc.
u8 Department of the Treasury, Comptroller e L5 v k-~
of the Currency Adminustrator of National 0 jal-c ney-| -
Banks (Moncy Laundering: A Banker’s Guide | laundering-2002 pdf
to Avoiding Problems)
Wolfsberg Group h www. wolf; -principle inde
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Appendix 3(a)
ummary of Moncy Laundering and Tereogism Sanctions Offences
Area Description of Offence Description of Fine Section of
Legislation

Reporting lailure of financial institution Secoon 22

Obligations to make a report on a (2) of the
suspicious transaction to the | $100,000 on dircetoss joindy and | MLIFEA
1T, severally
Faiure of a financial Section 18
insttution to maintain $100,000 on directors joindy and | (4) of the
business transactions records. | severally MLFTA
Failure of a person to report | Summary conviction - $10,000 or 2 | Section 24
transfers out of Barbados or | years imprisonment (6) of the
transfers Barbadian curreney MLFT'A
or fosreign currency into Conviction on indictment -

Barbados, of more than $200,000 or 5 years impsisonment
BDS$10,000 without
Fxchange Control
permission.
[Fadure by a peeson to report | Summacy conviction - $10,000 ot 2 | Section 24
receiving more than years imprisonment 6) of the
BIDS$10,000 in Barbadian MLFTA
currency (or foreign Conviction on indictmeat -
cquivaleat) without the $200,000 or 5 years imprisonment
Exchange Control
ermission.

Intemal Policies, Failure by a financial Imposition of a pecuniary penalty | Section

proceduces, mnsdtution to develop policies | (up to $5,000 for any of the | 19(2) of the

controls; Internal and procedures; audit circumnstances referred to  at | MLFTA
employee training funcuons; and procedures to | section 34(1) of the MLFTA,; $500

and awareness audit compliance. datly for failure to take a measure

programs or action or cease a behavious or

pracice) in accordance with
section 36.

Information Fatlure by a financsal The licence of the financial | Section

Gathering and institution to comply with institution may be suspended. 30(5) of the

Investigation any instruction issued or MLFTA
request made by the FIU
Director.

Onsite Inspections | Fadure to comply with an The licence of the financial | Section
instruction or request made | institution may be suspended. 31(4) of the
by an authorised officer or MLFTA
FSC.

Interference in the | The obstruction, hindrance, | $50,000 or imprisonment of 2| Section 42 |
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l- Desceription of Offeue. W

Description of Fine

molcsiation of assault o any
member of the Authariy,

constable or urher person in
performing dutics under the
Act.

| years or both

Section of

|.Legisladon.

of the
MLETA

Contravention of the Act but
circumstances do not justify taking action
undcr scctions 34, 35 or 36 of the

MLITTA.

Issuance of dicectives by
the And-Money

Laundering Authonity or
FSC to cease and desist.

Section 33 of
the MLFTA

Moncy
Laundering
Offences

Lingagement of money laundering.

Summary conviction -
$200,000 or 5 years
imprsonment or both.

Conviction on indictment -
$2,000,000 or 25 years
imprisonment or both.

Vorfeiture of licence for
financial institution

Section 6 (1)
of the
MLFTA

Secton 35 &
46(1) of the
MLFTA

Providing assistance (o engage in money
laundeang,

Sutnmary conviction -
$150,000 or 3 years
imprsonment of both.

Conviction on indictment -
$1,500,000 or 15 years
imprisonment or both

Section 6(2)
of the
MLFTA

A body of persons (corporate or
unincorporated) whether as a dircctor,
manager, scereary ot other similar officee
engaging in 2 moncy laundenng offence.

Subject to trial and
punishment accordingly.

Section 44 of
the MLFTA

Disclosure of
Information

Disclosure of information oa a pending
moncy laundering investigation.
Falsifying, concealing, destruction or
disposal of information material to
investigation or order.

$50,000 or 2 years
imprisonment or both

“Secdon 43(b)
of the.
MLFTA

Disclosure or publication of the contents
of any document, communication or
information ia the course of duties under
this Act.

§50,000 or 5 years
impdsonment or both.

Section 48(3)
of the
MLFTA.
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Terrotism | Provision or colleeion Tunds or Conviction on indictment (o 25 years Section (1)
Offences financial serviees (0 persons o be | Imprisonment. Anti-
used o carry out an offence as Teerorism
detined in the listed treaties™ o Act

any other act, -
Proviston of assistance or involve Conviction on indictment and prncipal | Section 3 of

in the conspitacy to commit a offender punished accordingly. ANTA
terrorist offence.

A terronst offence committed by 2 | $2,000,000 notwithstanding that any Section 5 of
person cesponsible for the criminal kiability has been incurred by ATA
management or control of an an individual directly involved in the

entity located or registered in commission of the offence or any civil

Barbados, or otherwise organised | or administeative sanction as imposed
_under the laws of Barbados. | by law, o

10 T'reades respecting Terrorism: Conventon for the Suppeession of Unlawful Setzure of Aircraft, Convengon for the Suppression
of Uniawful Acts agaiast the Safety of Civil Aviation, Coavention on the Prevendon and Punishment of Crimes against
Intemnadonally Protected Persons including Diplomatic Apgeats, laternanonal Coaventon against the taking of Hostages,
Convention on the Physical Protection of Nucdleac Matenal, Protocol for the Suppression of Unlawful Acts of Violenice at Airports
Serving Inremational Civil Aviation, supgplementary to the Convention for the Suppression of Unlawful Acrs against the Safery of
Civil Aviavon, Convendon for the suppression of Unlawfol Acts against the Safety of Maniime Navigadoe, Protoco! for the
Suppression af Unlawhl Acts aguinst the Safery of Fixed Platforms located on the Contnental Shelf and the Inremarional
Conventon for the Suppeession of Terrorists Bombings.

I e L} -_ - Tt T I
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Appendix 3(b)
Summary of Administrative Sanctions
Description of Sanctions Enforccable by the Anti-Moncy Laundering Section of
Offence Authority or Financial Scrvices Commission Legislation
[Failure to mect fitness | Any of the (ollowing: Section 34 of
and propricty the MLIFT'A
standards Issue a warning or reprimand o the financial institugon,

ailure to comply with
or contravene a
guidchne  issued  in
accordance with
scction 26 of  the
MIIFUA oc section 53
(1 ¢) of the FSC Act

lfatlure to comply with
a directive  given  in

accordance with
section 33
The financial

mstitution 1s otherwise
contravening the Act.

Give such directives as deemed appropriate,

Impose on the financal institution, in accordance with sccuon 36,
a pecuntary penalty”, ar

Recommendl, in accordance with scetion 35:
(1) Suspension of any or all of the activitics that the

financial institution may otherwise  conduct
pursuant to the licence of the financial institutfon;
or

(i) Suspension or revocation of the licence of the
financial nsutution.
*Pecuniary Penalties Enforceable by the Anti-Money
Laundering Authority or FSC:

Where the 148C s satisfied as to any of the circumstances refecred
to in scction 34(1) in respect of a financial insntution, the FSC
may, by written notice, impose on the financial institution, a
pecuniary penalty not exceeding $5,000.

Where by this Act or guidcline made or dircctive given under this
Act a financial insdtudon is required, by a specified tme, to take
certain measure or action or cease a particular activity, behaviour
or practice and the FSC is satisfied that the financial mstitution
has failed to do so, the BSC may impose on the financial
insticution, in addition to the penalty specificd in subscction (1),
an additional penalty of 3500 for cvery day or part of a day that
the financial institution failed to take the measure or action or
cease the particular activity, behaviour or practice.

Scction 36 of
the MLFT'A
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Appendix 4

Verification Examples

A. Personal Clients

o Confirm the date of birth from an official document (c.g. birth certificate).
o  Confirm the permanent address (e.g. utility bill, tax assessment, bank statement, letter from a public

nolary).
e Contact the customer ¢.g. by telephone, letter, email to confirm information supplied

o Confirming the validity of the official documeats provided through certificadon by an authonsed
PCrﬁOﬂ.

o Confism the permanent and/ business residence through credit agencies, home visits

& Obtain personal references from third pacrics and existing customers in writing.

o Contact issucss of references.

o Confirmation of cmployment.

B. Cocporate Customers & Partnerships

°  Review of corrent audited information (preferably audited).
Obtain statements of affairs, bank staternents, confirmation of net worth from reputable financial
adviscrs.

o  Scck confirmation from a reputable scrvice provider(s).
Confirm that the company is in good standing.

s Undertake enquisies vsing public and private databases.

o  Obtain prior banking and commercial references, in writing.

o Contact issuers of references.

o  Onsite visitations.

o Contact the customer e.g. by telephone, letter, email to confirm information supplicd.

C. Trusts and Fiduciary Clients

° Seek confirmation from a reputable service provider(s).
Obtain prior bank references.
Access public or private darabases.
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Appendix 5

Approved Persons for Certification of Cust r Information

In keeptng with Section 7.4.3 on nun face-to-face customers, financial institutions must only aceepe
customer information that has been certified by:

Any of the below persons in Barbados, or their counterparts in jusisdictions with at least
cquivalent AML/CIT) standards:
s Notary Public
o *Senior Public Scrvant
e Member of the Judicmry
e Magistratc
s Attorncey-At-law with a valid practising certificate
®  Accountant who is a member of a national professional assoctation
o Senijor banking officer (at least management level)
o  Scnior Officer of a Consulate/Embassy/High Commission of the countey
issuing the passport
*In Barbados, this refers to the:
»  Registrar/Deputy Registrar of Corporate Affairs and Intellectual Property
e  Registrar/Deputy Registrar, Supreme Court
o Registrar/Deputy Registrar, Land Registry
e Chief Personnel Officer, Personnel Administration Division
® Permanent Secretary, Ministry of Home Affairs
o Dermanent Seerctary, Chief of Protocol, Ministry of Foreign Affaics
o Chief/Deputy Chicf Immigration Officer
¢ Pavate Secreeary to the Governor General
o  Commissioner/Deputy Commissioner/Assistant Commissioner/Senior
Superintendent of Police

o Superintendent/Assistant Superntendent of Prsons

T X .2

Anti-Money Laundering/Combating Terrotist Financing Guideline 62




AML/CFT GUIDELINES
FOR FINANCIAL INSTITUTIONS
1SSUID BY THE FINANCIAL SERVICES COMMISSION
(N CONJUNCTION WITH THE ANTI-MONLY [LAUNDERING AUTHORITY

N 4 NOVEMBER 2013

Confirmation of Cystomer Verification of Identity

Part A - Personal Customers

Appendix 6

Full Name of Customer: (ME/MES/MS) ...cumeriiciamiiein s inesssss s sses s sisessssserssseess st sessonssesseeons

JNOW ALIBSES: coiiiiitiieiiee ettt e es b s e ee e ae s eaeeae et se e et e estesesaasnaon s ommmm st bensenn s e e s eee et e ntese e erraeeneeneare

DA OO FICRIION: c1terevete et et ee st e ee et e e te s eseat e s s e s e eseouem e e ensae e e s enesoseneseeeeoseaseeeeeeaneannemaee et eeseensemsseennsenneteneers vae semnse

Crarrent Permmancnlt AQAIESS: .ottt e ee et ee e eee et earas s e s s e tsueeeeeeesereeseeeamsensaeesaenasnaee s e sebeeansenessteneseeann

Date of BIrth: ...o.ocovvreconcrennreeicnneniencninemnceirenssmneseeesnsers NAGONAILY: oottt eesetnenre s

CoUNtLy OF RESIABNECE: ...ttt sttt b st e e e

Specimen Customer Signature Artached: Yes

Part B - Corporate & Other Customers

UL INUIC OF COSEOIMELT 1vveeeoeiei oot cceeteer e s esesiensasesseesessnssesaen sttessascstasessassossessassssesenssmsssrasossessnsossras renertnmrsenis

TYPE OF BOHEY: ettt s s8££t e

LLoCAtON Bt QOMUCIE OF BUSHIESS: o.ooveeeeeeiteee et ettt eeet e e et seseeeeeeever e eeeanm sesseeeserseeesossesessesareseesseeraneseessessaneeeesarans

Country Of INCOIPOTABON: ....ouruttierisiec et nac s essrosssae s s o8 s et

REBUIALOL/REGISETAL: ..oc.rooveeometnecvviasecesseasrass et e aes stk et e

INAINIES OF DDHLECIOIS cuvt e ieorteeeeee eerieees et eeeeeeesrmtereuaeeaessueeaneeen et eeeeresasameesees e te st emeenssssaeensenssessaeeeessstasatessesensentasenteten

Names of majority bene ficial owners: ...coooeeenee.
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Appendix 6 (cont’d)

Conficmation of Customec Vedfication of ¥dentity
Part C
We conlirm that the customer is known to us. Yes No

We confirm that the identity informadion is held by us. Yes No
We conlirm that the vertlicaton of the information mects

- the requirements of Barbados law and AML/CEFT Guideline. Yes No

We conliem thar che applicant ts acting on his own behall and
- NOf as a nominee, trustee or i a fiductary capacity [or any
other person. Yes No N/A

Pact D
Customer Group Name: ...

JRCIARIONT WHEEL CIUSEOIMICTT et et eee et et e e s eseeseeeesceaesoaeseesssaeaeressasasasesese £eesaessssnsseeessitesabosessaessesaenasssassonesseas

Part E

Name & Position of Prepating OFffICer: o b as s aba s st s snnas
(Block Letters)

SEENACUTE & DIALE! oot et b sme bt bR

Name & Position 0f Authorsing OFFICEE: ..ot se s s e ees Gonears
(Block I ctiers)
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Appendix 7
Red Flags

There are 3 myriad ol ways in which money laundering or errorism {inancing may occur. Below is a non—
exhausive list of “Red Hags” that may wareant closer ateention. Uinancial institutions are cncouraged (o
refer to the KA, Lgmont Greoup and United Nations Office on Drugr and Crime for typology reports
and sanitiscd cases on moncey laundering and teerorist (inancing schemes, respectively.

encral

1f the Client
®  Docs not want correspondence sent to home address.

o Shows uncommon curosity about internal systems, controls and policies.
o Over justfies or explains the transaction.
s s involved in activity out-of-keeping for that individual or business.
If the clent:
®  TProduces secemingly false identification or identfication that appears to be counterieited,
aliered or inaccurate.
® Provides isufficient, false, or suspicious information, or informaton that is difficult or

expensive o verify.

ongmic Purpos

o  Transacton is unnecessarily complex for its stated purpose.

e Activity is inconsistent with what would be expected from declared business.

o Transaction involves non-profit or charitable organization for which thete appears o be
no logical economic puspose or where there appears to be no hnk between the stated
activity of the organization and the other parties in the transaction.

o Accounts that show virtually no baoking activiry but are used to receive or pay significant

amounts not clearly related to the customer or the customer’s business.

Transaction

[f the Client:
o Srarts conducting frequent cash transactions in large amounts when this has not been 2

normal activity in the past.

o Frequently exchanges small bills for large ones.
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Deposits small amounts of cash on different suceessive oceasions, in such 2 way that on
cach occasion thie amount is not sigaificant, but combines to toral a very large amount. (i.c.
“smurfing”)

Consistently makes eash teansactons that are just under the reporting threshold amount in
a appacent attempt to avord the reporting threshold;

Stated occupation is aot in keeping with the level or type of activity (c.g. a student or an
uncmployed individual makes dafly maximum cash withdrawals at multiple locations over a
wide geographic area);

Unusually lasge deposits or withdrawals of cash by an mndividual or a legal ennty whose
apparent business activities are normally carred out using cheques and other monetary

Insiruments.

Account with a lacge number of small cash deposits and a small aumber of large cash
withdeawals.

l‘unds are being deposired into several accounts, consolidated into one and transferred
owside the country.

Muldiple transactions are carricd out on the same day at the same branch but with an
apparent attempt to use different tellers.

lstablishment of multiple accounts, some of which appear to remain dormant for
extended perods.

Account that was reactivated from inactive or dormant status suddenly exhibits significant
acuvity.

Reacdvated dormant account containing a minimal sum suddenly receives a deposit or
series of deposits followed by frequent cash withdrawals undl the transferred sum has been
removed.

Mulriple deposits are made to a client’s account by third partics.

Deposits or withdsawals of mulaple monetary instruments, pardculacly if the instruments

are sequendally aumbered.
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Cross-border Transactions
o Deposits followed within a short time by wite transfers to or through locations of concern,
such as countnes known or suspected to factlitate money laundering activitics.
° lransaction involves a country where illicit drug production or exporting may be prevalent,

or wherce theee is no effective anti-moncy laundering system.

o Immediate conversions of funds transfer inlo monetary instcuments in the name of thied
partics.
®  lirequent sending and recetving of wire transfers, espedally to or from countries considered

high risk for money laundering or terrorst financing, or with strict secrecy laws. Added
attention should be paitd if such operations occur through small or family-run banks, shelt
banks or unknown banks.

&  Large incoming or outgoing transfess, with instructions for payment in cash.

e Client makes frequent or large clectronic funds transfers for persons who have no account
relationship with the institution.

»  Client instructs you to transfer funds abroad and to expect an equal incoming transfer.

»  Client sends frequent wire transfers to foreign countrics, but business does aot seem to have
connection to destination country.

e Wire cransfers are received from entities having no apparent business connection with client.
Pegsonal Teansactions

e  Client has no employment history but makes frequent large transactions or maintaing a large
account balance.

e  Client has numerous accounts and deposits cash mto each of them with the total credits
being a large amount.

o  Client frequently makes automnatic banking machine deposits just below the reporting
threshold.

o Increased use of safery deposit boxes. Increased activity by the person holding the boxes.
The depositing and withdrawal of sealed packages.
¢ Third parties make cash payments or deposit cheques to a client’s credit card.

¢  Client has frequent deposits identified as proceeds of asser sales but assets cannot be
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sobsintiated.

Comogue and Business Transactions

Accounts have s Jarpe volume of deposus ta hank drafis, eashice’s cheques, money orders or
clectroanic funds transfers, which is inconsistent with the clicnt’s business.

Aceounts have deposits in combinations of cash and monctary nstruments not normally
associnted with business nctivity.

Unexplained transactions are repeated between personal and business accounts.

A large number of tncoming and owgoing wire transfers take place for which there appears
to be no lfogical business or other cconomic puepose, particularly when this is through or
{rom locations of concern, such as countrics known or suspected to facilitate money

laundering actvities.

Customer suddenly repays a problem loan unexpectedly, without tndication of the odgin of
the funds.

Loans guaranteed by thivd partics with no apparent relation o che customer.

l.oans backed by assets, for which the source is unknown or the value has ao refation to the
situation of the customer.

Default on credic used for legal trading activities, or transfer of such credits to another
company, entity or peeson, without any apparent justification, leaving the Authorty o
cenforce the guarantee backing the credit.

Use of standby letters of credit to guarantee loans granted by foreign financial institudons,

without any apparent economic justification.

Client frequently makes large investments in stocks, bonds, investmeats trusts or the like in
cash or by cheque within 2 short time peniod, which is inconsistent with the normal practice
of the client.

Client makes large or unusual sctdements of sccutities in cash

Client is willing to deposit or invest at rates that are not advantageous or compettive.
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Accounts Undeg investipation

Accounts that are the source ot reeeiver of significant funds related to an account or person under
imvestigation or the subject of legal proceedings in a court ot other competent national or foreign
authority in connection with fraud, terrorist financing or money laundering.

Accounts controlled by the signatory of another account that is under invesdgaton or the subject
of Jepal proceedings by a coust or other competent national or foreign authority with fraud,

werrorist financing or money taunderng

Fiduciary Business

Client seeks o invest a large sum of money with no apparent interest in the details of the product
(c.g. mutual fund) and doces not enquire about the characteristics of the product and/or feigns
market ignorance.

Corporate clicnt opens account with large sum of money that is not keeping with the operations of

[ ]
the company, which may itsclf have receatly been formed.

o [‘ormation of a legal person of increases to its capital in the form of non-monetary contributions of
rcal estate, the value of which does not take tnto account the increase in market value of the
propecties used.

Employceg

e Lifestyle, financial status or investment actity is not in keeping with employee’s known income.

o Reluctance to go on vacation, to change job position or to accept a promotion, with no clear and
rcasonable explanation.

o Employee frequently receives gifts and/or invitations from certain clients, with no clear or
reasonable justification.

s Employee documents or partially supports the information or transactions of a particular client,
with no clear and reasonable justification.

¢ Employee frequently aegotiates exceptions for a particular client(s).
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Appendix 8

Declaration Source of Funds/Wealth

CUSIOMET INAMIE OF BUSIIIESES! .ouotiviiniiiie s ioeeeeeseeteaeee e seesas oeasefee e st e re et e et o nesees s orese g eraebee st rensmeen os et sens e seamsaenn
CUTTCTIE AQAITBET .ooeiereeieeeee et ee e et e e eae st e e e eas et et ee et e eesevees et seeeesameeraseseeeeseeesee s et s e easetaesaesssasssessrsseenasnras

A CCOUNE DN UM DG oot ee e e e e s see st sas ot seeeteebe e et saesas oe e meeesemeeneseeae e te e e enssentsesaeeeessrseesnansasmenes

1dentification: ..o s

Amount of Transaction & Currency:

Description/Nature of Business Transacton:

Deposit Monctary Instrument Currency Exchange Wire Transfer  Credit/Debit Card

ATM Joan [nvestment  'Frust Settlement / Diseribucion Other  (Specify)

Source of Funds / Wealth:

SUPPOLHNEG BVIAEINCE! ..ot et eccsine v e e ts e e e et S benas st
Customer Signatuge: ......crvmcree. e bR et s bR b b e e e e e

DD ALRY eoeeieeeecseeretsee s ne et eenestasesess seamesbassesmsassosenesesE o e eteseR e s bon b e anebet o susaa e reneas e AAerasen s st et T st eeb e es SR PERRtaRsensse sk onans Shareresesntaetshane st serer

Transaction Approved? Yes No

OFFICER COMPLETING TRANSACTION AUTHORISING OFFICER
(Signature & Titlc) (Signature & Title)
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Appendix 9

Sugpiciou nusual] Transaction Report

CONFIDENTIAL

FE!PORANT: Complete using nformation obtaned
during normal course of the transaction.  The repont
should be completed as soon as possible AFJER the
dealing, and a copy forwarded to:

SUSPICIOUS/UNUSUAL

TRANSACTION REPORT THE DIRECTOR, FINANCIAL INTELLIGENCE UNIT |
ANTI-MONEY LAUNDERING AUTHORITY |

PLEASE TYPE INFORMATION OR WRITE

IN BLOCK LETTERS

FOR OFFICIAL USE ONLY FIU Reference INO: .cuv.veveeneeensireereneaens
PART A —Initial Information
1. Completed Transaction Atternpted/Aborted T'ransaction ]

F Is this report 2 correction ot follow-up to 2 Repost previously submitted? '

NO YES
(Skip to No. 4) Cosrection
S L
3. 1f yes, onginal Report’s date: / /
19 M Y
4. Reporting date: / / _
D M Y

5. Which of the foilowing reporting eatities best describes you:

T —
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Accouniang I afe Ynsurance Brokev/ Apent
Atoraey-al-Law Lile Yasurance Company
Bank Nerchant Bank
Couperalive Sociely Maoney Seevice Business/Money or Value
Finaacial lasutution I'eansmission Services
Corporate and/or trust Service Provider Mutual und Admiaisteator/Maaager
Dealer in Prectous Menals/Stones Real Bsiate Agem
linance Company Regutator
Gamung Institution Securitics Dealer
General Insusance Company T'rust Company /Corporation
Inteenauonal/Offshore Baok Orther
PART B - Identity of Customer 1
1t 2. 3.
Surname Given Name Middle Name(s)
4 5.
Alternative Names/Spelling
Address(es)
6 . 7.
Nattonality/ (ics) Date of Birth (D/M/Y)
8. Identificr #1 1D Card 9.
Passport ID No. (1)
Driver’s icence 10.
Other: Place of Tssue
i1. Ideacificr #2 1D Card 12.
Passpott ID No. (2)
Duver’s licence 13.
Other: Place of Tssuc
14. 5.
Occupation Employcr

16.
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e (Include area code) (1) Tel # (Include acea code) (W) “T'el # (Include agea code) (C)
17. . _ _ =
Fomaid Addeess{es)
8. _ e Personal
Account Number(s) Corporate
‘I'rust
Other: _
19.
State 1f account is joint, other signatorics, etc
20.

Provide other account(s) customer may have at institution, tnclude account type, whether joint, other
signatorics, etc.

Customer 2
1. 2. 3.
Surname Given Name Middle Name(s)
4, 5
Alternative Names/Spelling
Address(es)
6. 7.
Nationality/ (ies) Date of Birth (D/M/Y)
8. Identifier #1 ID Card 9.
Passport ID No. (1)
Driver’s Licence 10.
Other: Place of lssue
11. ldentifier #2 ID Card 12.
Passport 1D No. (2)
Driver’s Licence 13.
Other: Place of Issue
14. 15,
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\
3 \
Qccupation Iimploycer
16. _ _ e FE ' s
1o, # (Include area code) (1) Tel # (laclude area code) (W) Tel # (Include arca code) (C) !
R st i e
inarl Address(es)
8 _ _ Tersonal
Account Numbee(s) Corporate
T'rust
Other:
{9.
Stalc if account is joint, other signatories, cte
20.
Provide other accouni(s) customer may have at institution, include account type, whether joint, other
signatories, etc.
Customer 2 applies where there is more than one customer at the counter. .
PART C —To be completed only if the transaction was conducted on behalf of another person/entity
other than those meationed in Part B ’
[ 2. 3.
Surnamc Given Name Middle Name(s)
4. 5
Alternative Entity’s Name
Address(es)
6. 7.
Nationality / (ics) Date of Buth (D/M/Y)
8. Identificr #1 1D Card Certificate of Incorporation
Passport Registraton for Business Name
Drnver’s Licence Other: »
9. 10.
1D No. (1) Place of Ixxue -

Ant-Money Laundering/Combating Terrorist Financing Guidefline 74



r\;r

~

AML/CFT GUIDELINES
FOR FINANCIAL INSTITUTIONS
ISSUID BY THE FINANCIAL, SERVICES COMMISSION
IN CONJUNCTION WITH THE ANTI-MONLY LAUNDERING AUTHORITY

- - NOVEMBER 2013
11. 12.
Occupation/Type of Business Lmployct
13 —
Tel # (Include area code) (1) Tel # (Include area code) (W)  Tel # (Include area code) ()
14.
Email Address #1 Email Address #2
15.
Account Number(s)
16.

Srate if account is joint, other signatorics, etc

PART D — Transactton Details

1. Type of Transaction:
Cash Out Conducted Currency Exchange
Deposit to an account Cash/Cheque Inter-account transfer
Life Insurance Policy purchased/deposit Qutgoing electronic funds transfer
Purchase of Bank Draft Purchase of diarnonds
Pufchase of Jewellery Purchase of money order
Purchase of precious metals/stones Purchase of traveller’s cheques
Purchase of gold Real Estate Purchase
Securities Other:

S

2. Date(s) of transaction(s):
D M Y

3 4.
Amount & Currency BBD$ Equivalent
5 6.
Name of Drawer/Ordering Customer Name of Payee/Beneficiary
7.
Other Baak involved, othes Country

Please provide copies of relevant documents (e.g. bank statements, real estate documents, etc.)
for suspicious or unusuval activity and identification and verification information.
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PART E - Grounds for Suspicion
(Please describe clearly and completely the faciors or unusual circumstances (hat led you 1o sospeet that the

transaction(s) involves) the proceeds of crime, involve(s) ihe financing of terrosism, is of a suspicious or
unusual nature.)

LF the report relates o atfempied iransaction(s), deseribe why each one was not completed.

PART E2

If additional informaton is attached, please tick box
PART E3

1f identity of the custamer has not been established in PART B and they are not known to the officer, give
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a deseription (c.g: sex, approximate age, heighe, builk, ethnicity, complexion, efc.)

] A

PART F — Details of financial institution/place of teansaction

1. 2.

Organisation Branch where transaction occurred if
applicable
3. 4.
, Name and Tide of Reporting Officer Signature of Reporting Officer
5. 6.
Dealers intérnal reference number Reporting Officer’s direct telephone number
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